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Advanced Password Input Method in Automated Teller Machines
/Cash Dispenser

Kim, Tae-Hee' - Park, Seung-Bae™ - Kang, Moon-Seol™

ABSTRACT

Financial accidents such as password exposure of credit cards or bankbooks occur often when a password is inputted to
ATM/CD(Automated Teller Machines and Cash Dispenser), so particular attention is required when inputting a password.

This study suggested a method to input a password safely to prevent stealing a glance at a password in case of the use of ATM/CD.
The method is that users input a password when numbers are randomly displayed and disappear not to notice the password even though
someone is next to or behind the users. As methods to input a password safely, the study verified safety by dividing the methods into a
test of shoulder surfing, an intuitive perspective, and a theoretical analysis. In addition, the result of implementation to apply the method to
ATM/CD shows that a percentage of acquiring a password from the attack of shoulder surfing is found to be lower than an existing
method, so password exposure can be prevented.

Keywords : Shoulder Surfing, Password Exposure, ATM(Automated Teller Machines), CD(Cash Dispenser), Financial
Accidents, DAS(Dynamic Authentication system)
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& AAsto uU¥zE dophlle SR AFE 9%

e S8AE, F HUUSE 488 9 Joju} Hel Al
= ERQlo] #pale] HUMEE FARAY HYUHE st
BE 29T  AEF 24 FpietE AA s vuds
& FARE F§ A7t FESHA wAsia g o) @
7% AlRE dqEdrl fEAN 3§ #E BRAME
ATM/CDA HIEWEE HAsA UYsle HEY &5
A (Shuffling Solution), & ATM/CDellA SA go|vt AAME
o] MUMIE TAHRE § ujUuWEs} §E8= AL %Rl
g 3l7] flste] HA2ZYe HUHE &2} YA B
AotA da 739 Ao &2 YAE Eele “Jél
o =9 Ausa gid.

EEAAE HENE FHRY] FHALRNE A
Ui EE 9188 W (DAS @ Dynamic Authentication
System)& #gtste] etHA S HFeen, AEE HUW
3 AdY PHE& ATM/CDO WAste 88 & xS 7
dstoick. WA AxAL o] 7|23 vjANE T2
FE A 71ES ALse] ATM/CDOA vdMEZE ¢f
A dgsis S AL o] WEe uUNEE
A¥sts A4S Folu oA FAHYE Folg AYs
CAE ¢ 7 UEE A0 $39 o7 FAHAL)
At el A HEWEE AT F UEE FAE ¥
UHZE FEE HHS Foly FHolM FAME & £ 9l
=& 33k o8 UFEr] fAste] AlE whgo] wEd
3 FAR7) FHoRNE g FHE) AY, HuA
9l B 9 o2l BAow R AZs9on, A
ohet v E ¢ WS AubAQ wYwE Y Wy
ooHEE AR FAR e HUHE Y5 88| A
Al B Ao AF 9 HrtEgch

agja FAR7] FHOEEE A vUHE JY o
e ATM/CDel W3sle] 848 4+ UAES hdg uy
HE g8 ZES A4 9 FH3ges, ATM/CDAA ¢t
AstA vANIE sk ol welE FART) F
ZoRRE HHEE sk 53, HUE F3uy|
THoERE HUHIE HHsHl YEsie WY F§R
GATHORRE FE7|BANN LG FEAFEI

£ 9 7)o A Aoz HrH17IE wol I ©
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§H, 2o 24 Ye FFAL FEY 9F 3,
239 A Al2Y 7 F& o4 FARY 348 ¥A
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