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Improvement of a Verified Secure Key Distribution Protocol
Between RFID and Readers

Woo Sik BAE' - Jong Yun LEE"

ABSTRACT

The RFID system includes a section of wireless communication between the readers and the tags. Because of its vulnerability in terms
of security, this part is always targeted by attackers and causes various security problems including the leakage of secret and the
invasion of privacy. In response to these problems, various protocols have been proposed, but because many of them have been hardly
implementable they have been limited to theoretical description and theorem proving without the accurate verification of their safety. Thus,
this stucy tested whether the protocol proposed by Kenji et al. satisfies security requirements, and identified its vulnerabilities such as the
exposure of IDs and messages. In addition, we proposed an improved RFID security protocol that reduced the number of public keys and
random numbers. As one of its main characteristics, the proposed protocol was designed to avoid unnecessary calculations and to remove
vulnerabilities in terms of security. In order to develop and verify a safe protocol, we tested the protocol using Casper and FDR(Failure
Divergerce Refinements) and confirmed that the proposed protocol is safe in terms of security. Furthermore, the academic contributions of
this stly are summarized as follows. First, this study tested the safety of a security protocol through model checking, going bevond
theorem proving. Second, this study suggested a more effective method for protocol development through verification using FDR.

Keywords : RFID Security, Security Protocol, Privacy, Formal Validation, Key Distribution
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CSP(Communicating Sequential Processes) ¢lojs di&
4E 2= FAZZEZY FAL agFHor WA Y
AAE A (18] 227] YubAQ ENZZEZT AojA]Ad
= BAsZI AHEEAA T Hal BAZ2EZS YA E)
71 A% dHer FdiHa ok CSPIME &4 5713
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parallelism:|) ] 7§32 Ab&ste] A28 BAo)M Fzt

g Au-SeeldEe 2 FAA wdg APHoE REY
T ATE ol Ak d2A ogF 2o EAANAY B
oA FF3E RN ARE Og3) go] BHE 4 AUt

SYSTEM = CLIENTI ||| CLIENTZ |l SERVER ||
INTRUDER

2.2 Casper

CSPE Z2EZE BAs7] 44 /HEHold Hudeol
t}. Casperla Compiler for the Analysis of Security
Protocols)[71e A B Alat7]19]8) 879 APFEoz 73
e 4 F29 oFEe #or Agsiy o3 2

#lree variables | FIFEIY ¥ gl

#Process : 4l oo HES] 7]

#Protocol description : o] HE zte] WA A2 & F=AMd
#Specification : B gF SA Mol

#Actual Variables : 4] dle]Egq] % o]&M
#Functions : g44¢1

#System : o] HES] 7|4 EH

#lntruder Information : 2322 Z7]AelA R

23 FDR

CSPE gz wol Rd&A] S WEsler] HAbshe
RAHAIETFolth[16] WY wHEEA @E& A¢ by
(counterexample) & HoFe] Horz e 2A5l7)d &
ojsic}, ¢tAA AT, waAH AT, golng 7HF 9 3717
A3PES AUeY, nozzEsd aPAge WA,
A4, A%, FA4A 59 -*—*6'3 RHEshEA) ZAKSHA
FARY Aded Ad/272de a3

3 3 oy

RFID Al28& 7] doleulo)~DB), &g, B1s) 4]
PEo2 FAHN (29 De YA RFD AFT2ES
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gl doligzt go} slF BazRE delHs AFHA
=7 #0% 4 oA B 2gn fdr)e ejarleld F
AAEE ol 7hsdtr] wEe] ofoHRl FAAE 7
(Key)& =3 F, sjAA4Helal metalDE &8t %
& g 9k EZ A 327 1A E metalDE AAEF
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(1) Tag —» Reader : metalD

(2) Reader — DB : metalD

(3) DB — Reader : Key

(4) Reade: — Tag : Key

(5) Tag —> Reader : 1D

3.1.1 CasperE |83 s L2 BT 4

(1% 2) Mg Z2EFS Casper2 HAI8 87 44
F %238 31 99olt} Free vaniablesel ] R, T Z&lo]
9E, DBE Muolm Z2EZ AgentE et 7
(key)e & Ho| MAclAdgt ALE3l7] oo AM7|Z
At InverKeyi= Session?|e] oj3t 4332 Edsy,
Hi= sjAIgH==g vepiict

#Free vaiables
R, T : Ayent
DB : Serer
key @ SessionKey f
Id : Text |
I : HashZunction
InverseKevs = (key, key)
#Protocol description
0. >T:!R
1. T->R: (H(key)) % metalD ,
2. R -> DB : metalD % (H(key))
3. DB ->R: key, Id
4. R -> T : key
5 T->R:Id
#Intruder Information
Intruder == Mallory
IntruderKnowledge =

{Tug, Reader, DataBase)

(328 2) sHAIzt ===Z2| EM|

AA-2 ZZEZS FDR 452% (29 33t o] Ao
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(3) St BY "WAAE FA% F BE3gstn gt ¢'8§ kBS
2 4333t Boj Al Mfsich

(4) BE vlAAE Z353lstd ¢tastd g's N, & kABZ
otz 3}5le] AolAl AH3Ec)

6) A WAAE %usstn B7l A4# NE
o AFgrt

Gz 33t

3.2.1 Casper® |43} Kenji et al. ZREZ2] 34|

(18 4)¥ Kenji et al.8] Z2EFE Casperz JH 3 §
N 495 Fag 37] d<Holrh Free variablesell A A, B&
Zelo]olE, St Mujojy ZgEZo Agentd jepyit}
pkas, pkbsE &717]0]9, skas, skbs= ¢z sl v]L7)o]
™ B3 3E ErHTH19)

#Free variables
AB : Agent
S © Server
x,v,zid : Nonce
pkas,pkbs : PublicKey
skas,skbs @ SecretKey
InverseKeys = (pkas,skas),{pkbs.skbs),(x,x),(v,y)
#Protocol description
0. ->A:'B
1. A —> B : S,d(Bx,id} {pkas)%encl
2.B -> S : idencl%i{Bx,id} {pkas}{v,id} {pkbs)
3.8 ->B: S, {Axy, {xy) {pkas}%enc2} {pkbs}
4. B ->A @ xenc2% {xy) {pkas} , {{xz) {x}} {y)
5 A >B: {{z} {y} {x}
#Intruder Information
Intruder = Mallory
IntruderKnowledge =
{ Alice Bob,Sam Mallory,M,IDm PKms,SKms}

(222! 4) Kenji, Kouichi2l Casper Z2EZ HA|

3.2.2 Kenji et al. TEEZ9| FDR A%

FDR EF%& o| &3l Kenji et alo] Alotst ZREZ ]
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Hgo] B

L;iﬁsﬂwmwmmﬂiim
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S ©]83t4 One-time IDE A3} o] Z2EZL
e} M 7E d=E olggtch. MM One time IDE 574
3 & Aplo] AR gt} wsig FE AEshl Ha, ¥
A2 One-time IDE 9o 2 AMe 4 glo] #4384 £
sHAl =& Waolth AHEE T15 A0 <E 2>9 gk

(B 2) HotEzES0| 7|50

71 & Il

T 2=

R 2l

S A

X, k Tt R o] A4 B
IMIK 7] K& ¢taste olAlv] M
al, a2 A
0AS One-time 1D

4.1 Casper HA|

(14 )2 AlgstE ZTZEZ Casper FAz=olt},
SESESAN oS U +49 49, $434, 37
AR & TR Y] 949E& YL vrED g
B}l S #Free variablesol Vé-hil:} T. R& ®lzst o]
B S MBlE HHETE ¥4 x ki Nonce Ebglold o]
FEZ vAAe B9lE At al, a2e B9 dyzt
AA G One-time [Do|v, 3 wlo] MMl A vt A}L3E} 7] i
of M4z =z WAl Inversekeys (kk)(al,al),(a2,a2),(xx)
£ 7 gl MR2e] def 7158 utg e oug Md



#Free variables

T, R Agent

S @ Server

X, k : Ncnce

al, a2 : SessionKey

InverseKeys = (kk)(alal)(a2,a2),(x,x)
#Protoco . description

#Intruder Information
Intruder = Mallory
IntruderK nowledge = {Tag, Reader, DB, Mallory, M, A3}

0. ->T: R

1. T -> R : {al xHall%encl

2. R —> 3! {encl%{al xHal}a2 kHa2}

3.5 -> 1 {TxlkHall%enc2Ha2}

4. R -> T : enc2%l{kHal}l{{xkHx}Hk}

5T ->R: {k{x) !

(212] 6) M|okst= Z2EZ29| CasperEA|
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Initialising Casper.... Done,
Initialising FOR.... Done.
Ready

Casper version 2.6

Parsing.

Type checking..

Consistency checking...

Compiting. ..

Writing output. ..

Dutput written to /casper/paper/bws/bws. csp
Done
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—-— EEH [Aessages ===
- Message labels
datatype Laksls =
Msgl | M:g2 | Msg3 | Msgd | Msg5 | Env0
MSG_BODY = {ALGEBRA_M::applyRenaming(m_) | (_m__,_) <
SYSTEM_M:INT _MSG _INFO}
== Type of irincipals
ALL_PRINCIPALS = Union{{Agent, Serverl)
INTRUDER = Mallory
HONEST = 4iff(ALL PRINCIPALS, {INTRUDER}Y
- Channel leclarations
INPUT_MSC = SYSTEM _M:INPUT MSG
QUTPUT _M3G = SYSTEM _M:=QUTPUT_MSG
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DIRECT_MSG = SYSTEM_M:DIRECT _MSG
ENV_MSG = SYSTEM_M:ENV_MSG
channel receive! ALL_PRINCIPALS ALL_PRINCIPALS.INPUT_MSG
chanmel send: ALL_PRINCIPALS.ALL PRINCIPALS.OUTPUT_MSG
channel env @ ALL_PRINCIPALS ENV_MSG
channel error
channel start, close © HONEST.HONEST_ROLE
| channel leak @ addGarbage_(ALL_SECRETS}
[ -- Roles of agents
datatype ROLE = INITIATOR_role | RESPONDER _role | SERVER_role
HONEST_ROLE = ROLE
-— Secrets in the protocol
ALL_SECRETS_0 = Nonce
ALL_SECRETS =
addGarbage_(ALGEBRA M::applyRenaming ToSet{ ALL_SECRETS_0))
-- Define type of signals, and declare signal channel
datatype Signal =
Claim_Secret ALL_PRINCIPALS ALL_SECRETS Set(ALL PRINCIPALS) |
Running . HONEST_ROLE.ALL_PRINCIPALS.ALL_PRINCIPALS Nonce |
Commitl HONEST ROLE.ALL PRINCIPALS. ALL_PRINCIPALS Nonee |
RunComl ALL_PRINCIPALS.ALL_PRINCIPALS.Nonce.Nonce |
Rumning2 HONEST_ROLE.ALL_PRINCIPALS ALL_PRINCIPALS.Nonce |
Commit2 HONEST ROLE.ALL_PRINCIPALS.ALL_PRINCIPALS Nonce |
RunCom2 ALL_PRINCIPALS.ALL_PRINCIPALS.Nonce Nonce
channel signal @ Signal
Fact_l =
Uniont
{Garbage!,
Agent,
Server,
Nonce,
SessionKey,
(Encrypt.(al, <al, x>) |
al <- SessionKey, x <- Nonce!,
{Enerypt.(a2, <T. x. kZ>) |
T <- Agent, a2 <- SessionKey, x <- Nonce,
| k2 <- addGarbage_({Encrypt.{al, <k>} | al <- SessionKev, k
<~ Noncel}),
{Encryptial, <k>) |
al <- SessionKey, k <- Nonce),
{Encrvpt.(a2, <T, x, Encrypt(al, <k>)>} |
T <- Agent, al <- SessionKey, a2 <- SessionKey, k <- Nonce,
x <- Nonce), {Encrypt.(k, <Encrypt.ix, <x, k>)>} |
k <- Nonce, x <- Noncel,
{Enerypt.ix, <x, k>1 |
k <~ Nonce, x <- Noncel,
{Encrypt.{a2, <kl, a2, k>) |
a2 <- SessionKey, k <- Nonce,
kl <- addGarbage_({Encrvpt.(al, <al, x>) | al < SessionKey,
% < Nonceb},
{Encrvpt.(a2, <Enerypt.(al, <al, x>, a2, k>) |
al <- SessionKey, 42 <- SessionKey, k <- Nonce, x <-
Noncel,
|Encrvpt.(x, <Encrypt.k, <k, k>)>) |
k <- Nonce, x <- Noncel,
[Encrvpt.(k, <k, k> |
k <- Noncel

il
external relational_inverse_image
external relational_image
transparent chase
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