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ABSTRACT

Due to rapid spread of smart phones and SNS(Social Network Service), using of Internet applications has increased and taking up
bandwidth more than 3G network’s capacity recently. This caused reduction of speed and service quality, and occurred strong needs that
backbone network company to increasing investment costs. Also a great rise of mobile network users causing identity management
problems on mobile service provider through mobile network. This paper proposes advanced IDM3G[1] - to solve user ID management and
security problems on mobile intermet application services over 3G network and more - authentication management protocol. FDM protocol
breakup loads which made by existing IDM3G protocol's mutual authentication via mobile operator, via sending some parts to internet
application service provider, enhancing mobile and ID management of service provider and network load and process load from information
handling and numbers of transmitting packets, to suggest more optimized protocol against further demanding of 3G mobile network.
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1. M B I glen go og o+ v IA FHY Ao A
gt 2uid AUl &8 AMHlA AR F7t2 & o

A2 AnjEZo WE 523 wnlee ZA|Ad 7|uta FEo SAMNES EdY F3 EAld HRsta gley of
Facebook, Twitters} 2 SP(Service Provider)go] frajst ~ © =@ HEHA £Au80] mEE Favh) vF izt
WA mulel ol && Au|A 7R 47 2A Z7be g AAsidoen oo Al ZwolA e Mg o
¢ Aol a7, ojs} 2 YEYA o] g oF
EaALE ] A2e MO(Mobile Operator)e] 7H8A18 &n

-]

# o] \Z'Er% WULE A-(m&a4er1ai)e] Aoz AFdTAe

7127 A9 wel F9F 72 (2011-0027080). stedlA v EE wg A5 7HeY SFRE A B
+ _é ] : 7 = 5 A4 0} 3 3 o -
++ E;} 31;%%%%%%Eﬁﬁﬁ;ﬁi&ﬂm, ‘:'qu Lﬂ—E-sH:lgi ;ﬁq‘f‘q' o9 311:}‘391 753:2:;3]73" 7hE A
=24 20114 #2818t A] oW QreTh d il LI
e T #3832 o €}, 20099 Ovume AAA 2o

>

AabghE 2011 1249 29 olElyl 7}ela 471 AwF oF 50%% AAate] 201080 =



30 BEXNEISR=2R C MI9-CH HM1=(2012. 2)

20%Fo oF 1,024% 71 AoZ 2§ u glrh 2010
d 79129 dg&Fols ¥uld BRowe g9zt
0159704 34e 2348 o2 Hm glov Foi
© oln] 3000%HH-& dojd Aeg ®wa gtk o] e =

£ 2010%d ‘Facebook (3] 9 oF 594835t ©), ‘“Twitter (3]
¥ oF 1954wk @) olv}l @e] SNS(Social Network
Service)! ‘|Fdol’, ‘2F ‘BN § ®uld ¥XHE9 3
A 7RUAE oF 2359 ek o AW ou] 57%Y 2713
Ao yehui 9ot o] dA wuld S8 AMux &
T WA Aol Eutd g8 AMulA vl Egolang B
Hie YAto|E7L 2uf o] B o] &FL yeln] 4E3
A AntEE FHlz] §F Ado| Hu glo] FF mujy
AHY §& AMuj29} 1 ZQIAE ERAHor F71% Ao
2 EX 9l 3G Al2" 7Nte] muld YEYIC g
&4 D9 "eXe] 273 9t}

Butd AZoA 3G Al2FES AF MAE Hux
E ATYE T22A A4 2% dojg 5L Y3
i QItH1]. UMTS(Universal Mobile Telecommunications
System)9} CDMA2000(Code Division Multiple Access) ¥
Mo AujAQ FFEE F4E Aey B an AAF
ojAM L FRF HEM L] Mulio AUS xR A
A= e olgd FF& WLAN(Wireless Local Area
Network)®} 3G(3rd Generation) =1} Al2gle] £33 7w
S RG] ol 2ol Al2ge] £& o]FA 4
<+ 299 AWeA 183 WLANY HE £% 7]$8 4
3 B3] 9l8te AdE ARleR EFeE EulYd &8
A2 7hgizke] Aldle] HAg D] wAYES AT
gk 2ubd QIEY 8 AMulzd glojA IDIEE A
v 29 Ao 9lo] uf§ Fad Q4[4 F shiz My
Al&2e] ID#ee] o] AHEA AsH dAYES £9)
ato] 2a2E E&AHoE T oyt 9lon o] o
TES vo]ARATES NET Passport Z2EZS 22
fotrl 2] SAML, XML 7|4te] AgAF 915 dlolg] wgl
BEFE LS oo Wt o]y FFo| tjF LTAEE
& AgAe] diE FRAely tFID A Wk ohg A
2] A fA9} AMAE BEE EEEa A5 284,
&A1 A, AYsn dad A5 2 AF Hd9
MNdE EFstn AoHs)

B o=RolA AlgkelE PDME 7]E9] IDM3GSH 2o 2l
Eldlol] A M| zFAkek MOZHe] A FAlo] ofpd 4
T AFE F3 SSO(Single Sign-On)9t #& 7]1%<S 43
3718 vt 2utd ALEAHES] YZ(Needs)E F%A47]
HAE[6] 7]1&2] IDM3GITINA EA" 4= 9= MOg 4
T Adte FANES HasAT7Ed FHYG. o) Ay
2 AFAet MOte A3 %S B3 Agsw F2o
2 o]Fe]fen PKI(Public Key Infrastructure)oll 7]ukst
PGP(Pretty Good Privacy)[8]¢] ¥12]& E=go=x 43
Ag7)gke] FAL BEola AMulA AFate] o IDae
7He A= AASL Qict o]# g 7]ut ol PDME Au|x
A&AeE MOZHe] Butgd ID Q1% @HAl(Rutd AMgAF ¢1&

£ A% H3 58 dH)E d5Foz 2uel YEYa
e Fah wuld euoly Aue AL SN F
21tk

2 =8& PDME 74¥ PGP 44 TZEZ3 IDM3G
EF Z2EZY #¥E 74 EFES FAHLAE dE B
g 208, PDMS 2A8E 252 M9y, ada a3
o i@ BeHEA, At 2 RGN Sz 744
ol sltt.

2. #H U7

21 PGP EX =Z2EE

Aol M 7HE FEA AHgE R Qe AAsE B
o Alz=gle] sz ¥ ZFo|ghPhil Zimmermann)o] 2
st 2aRE FAF AoE A $E Yo 7Y
A, WMAR AF, AR AF, $4 B 32 7)5E AT
st3 glth. PGP(Pritty Good Privacy): ®|A]#] v]94 &
A& $13to] RSA9} IDEA 59 ¢33} dugFo] Al4E
B AR e BAANT AR QFE 9% fAE Ao
A7 A5 FAPKDe 7)¥Hsta gl7) wiio] ALgat )
#elo] felsirt

BEMAUE
M3z ges

A
Q-
[ PEY

(T2 1) PGP HAIX| 253 KR

(29 D3 Zo] PGP A%tz st AY2rEE 2
Aol A B A2 gE3t & F vlg Ads T4
FHKey-Pairing) /712 G ssle] A$Fozn Alga
AFF} vAlA] B F58Hs FFolt o] W F7)=
FFAAT A3 AFs= Ao ol 3 7wl
CA(Certificate Authority)& ©]&3l= tAE Ay uhL
AdE 34 o 2EF 52027 AHBAE FEEE A
o 7bs3m F/l PGP 1§ (http!/gnupg.org)[9]el A=
300000718 T58 FH71E 7HA2 9l LDAP/HTTP &
A7 AW E FASE o] Au= AAAC] & Alo]Ed
ujgg o] Qlt ole} 2 FHAHEL T3l A3A 9FH F
M7 #el(F, Zukd AvlA AF2e] ID)e] HOE AFT
T 9lth.



2.2 UMTS-AKA

UMTS-AKA(Authentication and Key Agreement):= 3G
ol B4 & F sz AEYE FAHs, FAIA
o, FAY 5 FA UESARY HAad FAE flste 4
Af EZREZER  3GPPBrd  Generation  Partnership
Project)[10]el 4 A 2] gt UMTSE vESA H 95 A
YZFolth. UMTS-AKAE %4l 7iAzte] 45 s29=s
FHEAA FOoUAE T AAT G2 AAZ AFE ]9
3 o2 AAH Challenge/Response ZEZEZE 7|8 7
dog g 9. o]d UMTS-AKAS <153 7] 9%
HAYEL 3G HeHe 9% 3GPP RFLE AHEA IDFe,
7194, FAAE RG]

UMTS-AKA "AYZES 128HE ¢F7)|8 7o
MOSt USIM Atelell ¢tE dae)&3 ¢&7]8 Abdel
frtth <E 1>& o8t & UMTS-AKA® 584
LFERATE

i of

(E 1) UMTS-AKAS| 2IEQ4

Q582 4 4
RAND Random Number(Challenge)
K Pre-shared 128bit secret key between MO and
USIM
CK Cipher Key
IK Integrity Key
AUTN Authentication Token
RES Response
XRES Expected Response
IMSI International Mobile Subscriber Identity
TMSI Temporary Mobile Subscriber Identity Privacy

(29 2% UMTS-AKAY 7|18 34 84858 d&3dt
B Aolt} (23 24 MO: 2 7l me}lve &3 RAND
9 Kol oj&f st4€ HAUTN)H AlEA 38 288 iy
§ AZ USIMel Agsta, USIME MOe| dished
AUTNE 91549 Q1Zdh=d, USIME MOZHE e
RAND, K& F20l #4439 RESE 7#A4tstal o]& MO=
AdgezA(A4te XRES® ¥li) USIMe 15& +&
g} UMTS-AKAE: Aug D3 qAUES 38 #
olz} AL D9} Aol did BFHAE Edstn 3l
o}, o3 ol AlE IMSI(F 7] AME)e] ¢EEE
58 249t UMTS-AKAE =3 AHEA AR(IMSDE
B3537] ¢l8) TMSIE AHEste ole|d TMSIE =upd
HE ¢ =(Serving Network)ollA ] 3 AL&z} Q15 o] F A
%9 EHoz dF BIEsHA dddc MOt 2=
Bl Al IDTMSL, A Ad - LAISH 59 = A8)
= gEstEo] M4 E=d(ENCR_TMSD 128HE Cipher
Key(CK)E AHg-3te], IMSI9®F TMSIZF violg e o szl
th 44 B3E vAA F AE=(MAC)S Aldtel AHE-

2l HEAI0AM 2IHY S8E 2lot o D2l Z2EZ 31

Mobile Operator l_ Parameters
— AUTN
h Genaration
-
| F? [>xAEs ™SI —
RAND > Ciphering
K 1 P O aciiy
" Fa fs K ENcRTMSI | B
> & o
> | &
p
USIM *
-
F2 | RES ENCHl_TMSi
RAND Ciohering
K F3 = CK=p|" ity
" Fa K
TMS|

(22 2) UMTS-AKAS] 7|2 T4

HE 1280 E 544 71(K)e wA2 A3, CKe IK
£ USIM3F MOl <] Astsl=d, vz Ff9 Kot
RANDE 7] A4 &5 HLEFoZN ALFCHEF3I F4).
CK, IK, AUTN, RAND¢} XRESy UMTS-AKA ¢1% &
A9 2FE FAS o, o5 UF WG
CK, IK9} TMSIE IPDMo| ¢j3) &g 84 50|t

3G/WLAN A& ahgolA UMTSeIA 9] D3z A2}
o} MOzHe] 4% Q1% 932 v{12]. PDMoIM & o
F EYHQ At #AE 45t 2uld QAEYeA
o] AbgAFe} My~ AlFAY] DR E AP} ol
ZREFE Liberty Alliances] AH¥S 1eldte] FHECR
A DB E fiste] ML FNEFLZ OASISY 44
SAML EFoz TdEHAh SAMLS Kot ARE wds)
7] 913 XML 7]ute] Z#Ql9jaz Ztze] FAs B &
wel ko] IDE EFF SHAHQ Aot olek £ A
2 54 gazd HIol FHHAEAC @3 AT AA,
AZ&gol digt ARE ALY + UHI3) Liberty
Alliancet A AAAHY AF #, =vA 7+ AF 2
AR B8 A% £F4AE ATse Z2EZY IS A
9] 3}=d|[14], Liberty Architecture® F#| ZF ID A& =#}}
Mul 2~ Al FaE E3eta IHISl FA= ID AFAES-
H 2o DE 7L 2l SHAHY AAeln Mulx AF
AH= MUl =& FAlA AFste SHAHA Aol FA
7b IDAEA A Q1Ewod D AFAE AFS AT
F ok Aulx AFA7L o] 2L A= AeEM ID
= QlEHt



32 HEMeIEI =X C M19-CH H15(2012. 2)

(e UserAutrentication )
I

[ b. UTMS-AKA : (CK, 1K, ENCR_TMS) ]

1, HTTP Request

2. HTTP Reply <Auth_Reqestp

L

3. Calculation of RND, ENCR_SP_IP |

4, RND. ENCR_SP_IP, MAC1

5. Ticket {SP_P, RND. IMSI}, Current AV, TMSI |

6. <Auth_Request> fML_ID. ENCR_TMS!L, RND, MACZ}

TIMER

7. SAML <Request> {ENCR_IMSI, RND. MAC2}

8. Ticket ID & TMSI Comparison |

9. SAML<Response> {Attri }

(32! 3) IDM3G Z2EZ e

23 IDM3G =22

IDM3GE 2004'd 3G 2ot vES 249 eyl o] &4
o) UMTS-AKA Z2EZ& Z7o2 Anl2 AFAS A
B BE AFFH Hrte] FHE Fo AR DY F
5 AFE A5 9% SSO FHe FH FEs) 98 A
SE AT =g, SHAHA AAM2A UMTS Zupyg #ut
ohe} 3G Eutdd WLANS 435 YHEHA FLdE 3
£8 F 3l

(29 3)9A BodFa 9% IDM3GE Z2EZL 34
IP Network®ol|Al Aulx AFAE7te] SSO0E F&3}7)
NE AR Q1T ZREZFEC(HEAHSE Microsoft Net
Passport) 188tk tiF& AMEAE AF5E o|d SPS} A
2¢ SPY ID 9Fad FHE A F wo dEdA
BAsE gl WAlA] 2ol A4S MOSH MOoIA g
E0]A = Ticket(SP_IP, RND, IMSI}, TMSIE SPolAl Ag
Foen 24 F UL ¥ ohz 2uld YEYAY 54
“3(Serving Network) MOZte] M=o w712 s2jg Aolt},
IDM3GE 4719 58421 AAMZ o]Fojx=d AMEAHU),
AHgAF Aol 94 USIM(USIM/UE), MOMO - 91X
ZEAo| Q¥® EE FHIUE) an N2 I
(SP)7} 2Aelt}. Liberty Alliance T2 E o] o3td 34
£ AHgA¢t USIM/UEY Z§olx IDEFFAE MO, Aul=
AFAE SP2 Aostx irH16]. IDM3G USIM/UEE

MO7} F3h= TMSI®H UMTS-AKAY QASZ Ticket
2 THEL o] AAFES SPAAA BUlA FHEH MO =
"ol A= Apale] 7bal USIM/UES A B.(Ticket) 2.2 gt
o] A% 8FE& fir]sids}t SPEHE SAMLE 8% w
AR(39 39 7ADE Wwstsd o]ze] IDM3Ge =
EZo 4 Z2Azo|t) olg} L i ZIyg2E
A <F >0 e ZREFO RIS <E DI 2L
Z2EZY A% NAE 24 5 A

off U rlo afn

(E 2) IDM3GS Hot Ms Qo

TMSI ZejoluA] BF
UE/USIM & MO 45 dF
Cipher Key (UMTS-AKA) a8 / 544 Bx
TMSI, Timer in MO BET Rk

Entity Impersonation Protection MITM Aattack B35

No Password Protocol Brute Force & Dictionary

Attack B &
CK, IK by UMTS protocol 7] W2 A
IETF Randomness Recommand ¢ A4




(% 3) ZREZ? HAIX| nE £ Hw

SR Ly oey | [ ey
i i I

Liberty artefact profile for SSO 8 10
Liberty browser Post profile for 8 8
SSO
Liberty-enabled client & proxy 6 12
profile for SSO
Microsoft .Net Passport 3 8
IDM3G 5 7

2 =RdAE
Azl gt

IDM3G ZREZo A s dde

3. Hotst= I'DM ZEEE

PDM& IDM3G Z2EZS 272 4T3 dat v
okH ol we] AL A 53], IDM3GE AHEAE ¢
Z317] $l8tel USIM/UES] BHE SPEYE Ue A
elolvj7} 2Hg gl wel MO AHAlo] B2 R318 d4T &
o (29 3)& SP7F MOt USIM/UEZR-H Adite ¢
%388 TicketE ¢1F37] 948 ALHA A 7]uke] e
s zHeFehAl dgsta gl ZREZ AFddEs MO
g} Spe] FAMIIE AbAAl FEsta Alz/we #AE 79
shed 2 7)ve Fa gl

...........
i s,
o *a,

.
ot
o
+
.

= HTTP Request |~ HTTP Reply
S0 +

P pubkey.MO W (@ identityNo

: !ﬂTP Auth_Request|
} Ticket A, MO ID,Curreﬂt AV, MACLy

2t HIERIZNAM 2B SEE IS S8 D] Z2EE 3B

Mobile Operator Service Provider
1—-— MOID 1— SP_ID
PGP PGP
Application Application

| |

Privale Key_MO Public Key_MO | |Private Key_SP Public Key_SP

(38 4) MOSt SPe| 37H7| wmeta} 2|

(29 43 o] SPs} MOZtel PGP €& o &3t
o] SPe| FM7NE TEs1 MOE SPE #Aoz FEFL
ZM Spel i3 A1#E Foli Mu|A A|FAEM ] SPE
adAo # F vk o W FH7 AFL MO
A AFsE A3 9F7|He 4% 5 gl vFe A
$5 o= =9, PGPY ¥717]%= Network Associatesoll A
300000719 559 #7718 7HAa e LDAPHTTP &
M7 MuE frAsta Qi o] A AAAS] & Aol
Eo] ujggso] gloy o0& %3 tAd MEHY 2 I

38 fA% 5 sk

I'DM Z2EZe g A 7M.

AR, MOS} SPAtelol& &argh vj=uy24 ghejel Al
o] TA(HAR A2E EFsle])olth MO AHE-AREE] 1)
Ux2A A9} ol MO AHEAITES] ALSA| & o]

(32! 5) F'DM Z2EE



M HEME|EE=2XC H19-CA M1=(2012. 2)

FojA v ALg-zte] IDE MOASH L&z} d2r] *}%
Ate] Alglo] AFatel FUdA @& F Yoy oA
ofFAbate] A Qloln, muld Au|o] AA Algo]Ri= )‘M
72 SA4g 5 A7,

EA4, SP7F MOS] Ab&alol Al Mu] A& 7jA8keld MO9]
ool ola] Abde]l PGP ¢melZe] 9@ 7] wdky} ID
Ticket& HlwdhH= dnFL Ads)of g} ol2jg Fofe
ID AZ2HMO)} M|~ AF2HSP)te] FHEh MOE
olgA FTEH SPY FNIE Helsta Hulsol Fr) o9}
#& $4 L& T8t MOs} SPE A= aAE 58 & g

AR, AHEAE 3GPPY Algol wel PING Byozs
USIME 2158 12[18-19] UMTS-AKA vlAUEL o|n| A
g upe} o] USIMI MO<| 43 9%S Hs wix €}
o] eAlelA CK(dlole ¢35 3h9 IK(5H H3):= USIM
% MO BFo o3& A4tsls TMSIE MOd s 3.3}
5o} USIMel| Aggr}

(29 5% Zo] Arde] A#AAE DL SPY AWE
MOE AXYA SP9 Fo] &75HE(54 IPE Hold3h)
Aol AHE-27} ’aﬁ:-% ANEE 9 PDMe Z2EFo] %
718tdt, TREZE o GAR FAHo 9t
194 : USIM/UE(AHE:ZD7} SPell Au|2& 8457 9%

EF HTTP RequestS MOE AA #4¥ o MO:
AL 2R 2Rwe SpPo E)7)o #o) & (Paring)

a. User Authentication

" MO9| &7/h71€ %o} §7 SPE Adgt}

297 : USIM/UEAHEADHS Aulx 7HNE 98t SPe
MO9IA Buj& F717](Pub Key_ MO)E o] &3] w13
5= Identity NOE Zold =ale]  E717)(Pub
Key SP)2 B9 FH|E i)

3¢ : SPt USIMUE(AHEAD Q1%e L7 EF
HTTP ReplyE A}419] 3717](Pub Key_MO)A &3t}

497 USIM/UE(AH-2H+& RND, ENCR_SP_IPE A4lst).

58 - 494 Al4ke RND$} ENCR_SP_IP$} USIM/
UE(A-&-21)2] TMSIE 397lolA] Hgure Spe] 2
A71(Pub Key_SP)E2 ¢+353}8le] Ticket AS wHET)

697 : USIM/UE(AHEAD)E SP9 Q1ZF Qe tisle 5

AolA B Ticket A UMTS-AKAS] 1%
(Current AV)E #719] dlojg] FA4 g 93
HAZ 1% Z=(MACDS &7 SPE Agdit}. o
dfo] wAlA] AFF=(MACHS wHe}u]elel RNDE
AAHE-S A7) 8 AR fEsdY. SPe
USIM/UE(AH&2H7F BUl& Ticket Aol F244L 3
A8 (MACL) #}4ale] 7217](Private Key SP)Z 2
s3gto 24 USIM/UEAHEZHEREH e 9% w1t
cHuElE 813 Th3 Ticket BS vlsl7] ¢1&f oi7)
g o] w F sAE HwEy] Y7 MAALL A
& 5 9o,

c. Key Check / MO&SP Authentication l
|

( b UTMS-AKA : (CK, K, ENCR_TMS!) )

1. HTTP Regquest : Service HequLl with Pub Key_MO

3. HTTP Reply : Auth_Request wilh Pub Key_SP

4, Calculation of BRND, ENCR_SP_IP

ON A':l!il-liDi juli 2

|
5. Make Ticket A
ENCRI(SP_IP. AND, TMSI) by Pub Key.SP

6. HTTP : Auth_Request with TICKET A, MO_ID, Current AV, MAC1

7. ENCR_SP_IP, AND, Pub Key_SP MAC2

B. Ticket B

ENCRISP_IP, RND, TMSI) by Pub Key_SP

11. HTTP Repty

S. Ticket B with Current AV, MACE =.

UoSUBAWOD 1891
uoficjioseq w@xo|L ‘01

(721 RY IPPM HIAIX] Meksxl



794 : USIM/UE(AHEZhE  49tAlelA A4k RND,
ENCR_SP_IP$} 2@tAlolA SPRE HE¥S Pub
Key_SP¢} 3H7 MOZ A&l o] wf F24 #S
A3 wlAlx ¢lF F=(MAC2)9H UMTS-AKA9 ¢l
ZWE (Current AV)E g7 A,

84 : MO= #H4u& RND, ENCR.SP_IP 1|3 SP¢
F/71(Pub Key_SP)& MO7F olu] 7FAx Sle
USIM/UE(A}H&-2h 9] TMSI Ars} g7 SPe] F717)
(Pub Key_SP)2 ¢%.3}3l9 Ticket BE A4 gHch

9gtA : MO 89A91A4 A4 Ticket BE UMTS_AKA
o QAFHE(AV), WA AdF Z=(MAC3)S o4
SPE A&}

10244 : SPE& USIM/UE(AHE-2H7F Bul Ticket B
AMS  Feoldn(MAC3) AHalel 7917 (Private
Key SP)2 E33}gto2s MOZHYE Wwe USIM/
UE(A}£2h 9] 915 stebvlEl S 8% o Ticket A
o] AR vty dAseA AFE FsH F
Ticketo] Y& ¢15o] gha¥c)

1A : 10844 AFe] gEHW MuAs QA%
USIM/UE(AHEAol Al &7+ A3 3 HHTTP Reply).

(19 6= 'DM Z2EZ] 735 FAFAE v

AGAAE 493 Aot

4. 'DM =ZEEZ ¥}

DM ZREFS AAUANN DMGE HAstel A2
¢ Aoz DM3GY ®oHd %7k 4% ZWe) B, 74
B3 2ue B4 J¥e 2dz med. o netd
ZefolwAlo] e £4 714 RFCS) B 2 ZeholuA
24 #24¢ 9% [ETF Anchkl we BAgn 371z
DM} IDM3GE] A5 A%< ol B4,

41 BoHE4

IETFS] 107}A] AA] 8ol tjgk Bt #4& o33 2.

1) oA 1 P'DM Z2EZE =-H4AE 58 AHEA
o] APARE BIY F Qo IMSI= SPE AFHA &
ov] TMSI 9A] PGP dxugFdl o3 aygor dsst
A% Azdd. MO2 A%g wAAY 45 94 D=
MOs} SPol|A] A3t SP2 HUlA|& ARES AHEA9
Al 2o H&ste Ay ddE FRE 222 HFE ¥
A7l A= AA712 FEsgc

2) 4% Q%5 4% %S 5YE ey Z2EZ
Atolo] A @t UE/USIM# MOE UMTS-AKA H#AY
% 58 4% AFd. MO SPiHe] A5 QAF2 =R
EZ 9 AAzZA F, F 549 MALY vj=2Y23
Ql Foo o HHF AR FEyt | jlen MO
¢} SPY] PGP 7] #e] dlAUEFS B8 APH £& A 3
o] A& B3 Ad¥E AlEASt USIM e AF&
3GPP Atell wiel PINS F& FdEcH20L o dolrt #

ZHtd WERI0M 2HY SEE 2ot o IDiel Z2EE 3H

dzlg A AXJEZ wixEcd g8 72 1F o
AYZo| Ad=g = oo} IETFY dugtel: <23 3G
Btz WLAN te] g5zt8e] A4 AFE = A3
el o7k vehy o

3) 7144 : CKE o] 8§ diA d33E T 71YAe]
Ad9d. g5st dAUFY Z=x 3GPP AF%S UMTS-
AKAE 38 sA€

4) F44 : UMTS-AKA ¢agFol 7|6k vjA=|AF
F=(MAC)H  9fs) F44 R37F FEEdh MO%
UE/USIM®] "A]A] g 7k MACS A4to] IKE o] &3}
o o]FojA v}, PGP ¥ue]Fol AT PKI ¥4 E F24
S g

5) Replay 34 : Replay 34 E3& 4714 84= T4
gk AA, CKe}F IKe] H2E dodls UMTS-AKAS A
A A5 AAA JAFHE 8| @EGPP BA), 4, TMSI
o] HE(UMTS-AKA v#AYUF] FA), AA, MACS +
24 HEE 98 A4 o metes RNDO Aotk
RND= 54 Tickets 783t 54 A ZH Y ¢ &
st} (TMSI® Hol Ex 4 Zojof & FrlH e
Z SPE MO UE9 ¥ TicketE 58 AlziztA S v
24z 9 UESA &7 we} Alde] HoFozm AT
< Fo] HE¥ Fx gt

6) MITM(Man-in-the-middle) &7 : 3{#7} ¥4 7t
ol EAsHA HE ol T4 AT SHY fAE
fellA d9e 724, 7194, Replay 34 B3I 43 <
1} AAE ] o]FolFit} o}ge] PDM2 MITMe| 7Z38H=
2 A5 9FE 7o r dAs o gl ob&# PGPY H
AUFE ol&3t9 SP9 F/471E wlude WAL Y
(Phishing)eltt 373 (Farming) 3 22 AM3] 382 344
7tk

7) Brute force / Dictionary 34 @ UMTS-AKA= 29
E Z2EFo| ol wWelA PDME 2R o2 Dictionary
F4o|u Brute force 7o 7 ©, dubEel GSM
(Global System for Mobile Communications)®] COMP128
453 duelFol 7t Pz 2G 2N SIM &
Aol =2dts vE 718 FEAY 5 AoH21). o F F
AL 7std dueEFd Bk giAS @A 3GAAM HE
& 4 qlrH22).

8) 7] Fx BHE : UMTS Z2EZS] Hoty oA 27
W gEstEl 7]190 CKeF IKE UMTS-AKA AMSS 79
o2 &1 gtk MO SPZHe] Hltl¥ 7]+ PGP ¢xdF
% 7] ng Fxd 7|gS F1 gk

9) ¥ =2 A4 : ¥ E2aPe] 2ol RNDE
IETF 9439 A7H23]el we} A

10) DoS 373 B3 : s 39 DoS 4] &
AcH24]. PDMO 7HF AHAd 373 F9 s A€
A FAENA 2AXE 27 WAAES BlE AoE,
A FEe] TREZ g AYe dee Z-ek 10
gt o] MARNES XA @ Utk oA A
o Y& AolrE Foll shtelth

dor Sk gt ojm



36 FEMDIFB=Z2XC M19-CH HM1=(2012, 2)

<E oA IETFY W&o n2E IDM3GS PDMZ
o e A% e WLat) nojEy,

(& 4) IDM3GS I'DMte] 2ot As H|m

(1) Za}o]njA| TMSI TMSI 59
USIM/UE
(2) 43 A% USIM/UE + DM $-Al
MO/SP
3) 7194 UMTS-AKA [UMTS-AKA| DM $4
UMTS-AKA
4) 724 UMTS-AKA + DM $-Al
RSA(PKI)
TMSI,
(5) Replay 27 M(’I;N,E’HII;U Livitted £9
Ticket
(6) MITM &34 (2)(3)(4) (2)(3)(4) DM $-A
(7) Brute force / =
Dicti 22 No PW No PW 7Y
UMTS-AKA
® 7 = UMTS-AKA + DM $-Al
RSA(PKI)
(9) AYEAAA |UMTS-AKA |UMTS-AKA £
(10) DoS &34 Z oF ek 4

42 45 SHo|AMe Ho}

Z2EZ9 A5 oA Fa sifEsE 44z &
vt ARgAbe] a7k JEYQI T glo] F4E A5
ZHA 2 ks Folth DM A%< 2A3r] YA E
old USIM/UE®] #H] @7o| zAbs ooty USIM/UE
o & Z2EFe SYAHQ AME o P oA A9
FAZ Hrtel E£gso] 9d. PDME ulg Aitd ES
ANEE #8353 (UMTS-AKA HAYZE 7]wke 435 QF
Y293 JA2 Fete] dojR) ¢ F< #EY AEZ}
A%tEr o] 7152 424 dY HE 44, SPIP ¢35
2}, 283 1024914 Ticket ®]i7} SPolA] o] o7 o
24 M09 A §58 FAEd G-A47E EHE o
H ANSE 3GPP Agol E8EE USIM AF 93
A BAED 488 SAFAE o 2@ vA R
o] %zt #EAME, PDME NET Passport Z2EZ3
Liberty Alliance®] D#g =Z2EZ Zz9g umsdd
[25-27). AH87} 2eo|AES} g FAFHEC 7 Z2E
2 F3 FagL A A= B8 4 ZREZA
Fae fAA $2] F = Aardo. 2 o] RE
Z2EZd neEY ol Ayl AFAe} D AFAIL o]
n 43 A% Azen od d#d sAAE AR
Fete AAZAL TFP Liberty Alliance Z2EZ
NET Passport Z2EZ3E ksl Al AHg27}b o]0 ID

AR A AF5E Wkt HAsm, o] AF JAAEL
EfIges A3 SPY MOZH 5234 E 53 43 959
of Atte A& Zxdoky do. AAE YugAFY] 9
M Liberty Alliance Z2EZ9 5714 8 vARES
(A% 23 AF D) Holx 2712 WA 7} F719
oo} i}, 3G ZHtY o}7|E A9 ID AFAZN MOY 9
& 5% SPE9 F3 BALE 913 PDME o]d vAAE
& 278 gt <E 55 IDM3GS PDM F Z2E
279 FA FAE vAR ] g bz APE ANz
At

(E 5 IDM3G & I'DM S4IFHYE oAIX] &= b|@

UE/SPZt vlA1A] & 5 5
USIM/MO/SPF el A #] %& 7 6
MO/SP or MO/UE ®lAlA4] %§ 2 1
A R4 AR B3 F4 3 18 16

I’DM< Liberty Alliancett NET Passport ZZEZ 3}
HliLste] ALgzL Fulo) 43 B A HAANES F
wate] F vAlA] 2@ £z FEE M A oL
TAFADY A5 N 425 1da 3G U= EY
e Z2EZ /S THANA SAFAD A5 AF ujA
UEg A48 Aol

43 78 SHY 24

PDME daA 71&9 &8 7wez 4¢ 74
I AR B B9 7]&4Q J)Eae] s84E 1A
0. Z2EE 739 534 ¢ duE SAFAES #¥
g 8TAGE ofet 2ol ER/EM A

« ALEAF Euld AH] @ UBE Liberty Alliance TZEZo
Aolg 71¥ 87AN}, HTTPS WML A 9< 8o
YcH28). USIMY] EFE 7|52 ZT2EZY 7|5EL F
sty FESL USIMY 7158 o438l ofn &3
e BeleAe BA Z2EZ JH5ES 2FEHE A
o2 PDME 738 + .

*MO : MOE2 o|v] 259 AlgAEd i /HJAARE
#e T 2 Bt AYUFOR BIY AZFHAEYH
§ 7K1 ok 28 9njelA MO ID A|F2ke} SPe
PGP 3747] &d] 2 #el9 9] o] g}, 71& 2l
Z2EA ] o] Hag AL £42 B H
o] &3} 7IE AHEA dHlojElHlo| 29 HPoz SP 7] B
2 9 MOst Mu|x AFAe] g FA F2E ¢
qg + gl

« Aulz AZa  AEla AFAE 2erd L9zt §A
& A% Aze 259 A H2d] A8A MO7L
AFsHs PGP WIAYUEH Ticket ¥l ¢nZFL 78



sof s 71E ALeA Bel @ Aula AR Qxe
AEGHE Ssopunh
<E 6> PDME FHA| 98 2ol /1&g ¥
S

(E 6) EAFTHY Fo=RY B4

Liberty Alliance with HTTP, WML

USIM/UE

MO - SP Secure communication
MO RSA Key Derivation
PGP infrastructure

MO - SP Secure communication
SP RSA Algorithm
Secure Ticket Comparison Method

5.d B

mrbel guel 45Rae wud WEND B A
Fg FFIE 298 AART AURES A2 A
Azl A BozA A, AMe el WY Fol
AR Aol QAN E83 ge NI AT Yol
2egelAA @1 Y el WAl PDME 7Ee
DMIG7H 7HAn R Hel oHgel MO ZzAAe 4%
A4e AU SPL Bastel EAD wEe AR
W S EHA 349 dgar] AR Awe Paade ®
olizh DM3GS] A4 Aule el muked WEN2A
1 49 F94, 71949 AT DY fo4e
Aggc o, PDME %2 FHE MOAM SPE &7]
WA 7129 IDM3GAA SP2 AFeH ke USIM/UE
o Augol diafeit 268 719 RSAZIwe] PGP o]
AUEE olgslel nade ASasinh

DM 71&9] IDM3Gel Hl8] MO dlole A& 3+
29 Wa93 H4E PaE 3o AWA vEH Y]
48 F2AA 287 FUs D e 2ukdd vES A0A
o) MOS} 7H84E AT ohed ZeAw SP st
A Bele) gol4E @A AFAc 2ot ne xe
E24 PDMe| 7ol T2EE A9 48 A% 37}
o Dos #4el U@ A= AsHen Adsolokaiy
PGP ¥uAEE FHNI A% F7HA Qs nery
Gug 93 SP AHES Avdol we wsE ve
zo Bi@ A7 aeln AAH A% B 259 AF
ERERET

#1g#

[1] Wisely D, Eardley P, and Bumess L. IP for 3G - networking
technologies for mobile communications, John Wiley & Sons,
2002.

SHIY WERIMM IHW S8 RIS FoE DEl Z2EE F7

[2] 3rd Generation Partnership Project. TS 23234 - 3GPP system
to wireless local area network (WLAN) interworking; system
description v2.4.0, 2004.

[3] Mont M, Pearson S, and Bramhall P., “Towards accountable
management of identity and privacy,” Proceedings of 14th
international workshop on database and expert systems
applications, 2003.

[4] Bonatii P and Samarati P., “A unified framework for regulating
service access and information release on the web,” Computer
Security Journal, Vol.10(3), pp.241-72, 2003.

[5] Damiani E, De Capitani di Vimercati S, and Samarati P.,
“Managing multiple and dependable identities,” IEEE Internet
Computing, Vol.7(6), pp.29-37, 2003.

[6] Siemens, “Identity management for micropayments in a mobile
environment,” Paycircle, 2003.

[7] Christos K. Dimitriadis and Despina Polemi, “An identity
management protocol for Internet applications over 3G mobile
networks,” Computers & Security, Vol.25, pp.45-51, February,
2006.

[8] Ed Gerck, Secure Email Technologies X.509 / PKI, PGP, IBE,
and ZMAIL, in Chapter 12, Corporate Email Management,
ICFAI University Press, pp.171-196, 2007.

[9] http://www.gnupg.org

[10] http://www.3gpp.org

[11] 3rd Generation Partnership Project. TS 33102 - 3G security;
security architecture v6.0.0, 2003.

[12] 3rd Generation Partnership Project. TS 33.234 - 3G security;
wireless local area network (WLAN) interworking security
v6.0.0, 2004.

[13] OASIS. Glossary for the QOASIS security assertion markup
language(SAML) v1.1, 2003.

[14] Liberty Alliance. Liberty ID-FF protocols and schema
specification v1.2, 2003.

[15] Liberty Alliance. Liberty ID-FF architecture overview v1.2,
2003.

[16] http://www.sdl-forum.org/MSC/index.htm

[17] Dimitriadis C and Polemi D., "A protocol for incorporating
biometricsin 3G with respect to privacy,” 7th international
conference on enterprise information systems (ICEIS2005),
pp.123-135, 2005.

[18] 3rd Generation Partnership Project. TS 31.101 - UICC
terminal interface; physical and logical characteristics v6.2.0,
2003.

[19] 3rd Generation Partnership Project 2. S.R0082 enhanced
packet data air interface security v1.0, 2003,

[20] Urien P, Pujolle G, EAP-support in smartcard
draft-urien-eap-smartcard-21.txt, IETF draft, 2011.

[21] Rao ], Rohatgi P, Scherzer H, and Tinguely S., “Partitioning
attacks: or how to rapidly clone some GSM cards,” [EEE
symposium on security and privacy, 2002.

[22] Khan M, Ahmed A and Cheema AR, “Vulnerabilitis of
UMTS Access Domain Security Architecture”, Software



38 FREM2I=S=EXC MI1g-CH M1Z5(2012. 2)

Engineering, Artificial Intelligence, Networking, and
Parallel/Distributed Computing, 2008, SNPD ‘08, Ninth ACIS
International Conference on

[23] Eastlake D, Crocker S, Schiller ], “Randomness
recommendations for security,” IETF RFC 1750, 1994,

[24] Fry M, Fischer M, Karaliopoulos M, smith P and Hutchison
D, “Challenge identification for network resilience”, Next
Generation Internet(NGI), 2010 6th EURO-NF Conference
on, pp.1-8, 2010

[25] Liberty Alliance. Liberty ID-FF bindings and profiles

 specification v1.2, 2003,

[26] Microsoft Corp. Microsoft. NET passport review guide,
<http://www.passport.net>.

[27] Pfitzmann B and Waidner M, “Analysis of liberty
single-sign-on with enabled clients,” Internet Computing,
IEEE, Vol.7, Issue, pp.38-44, 2003.

[28] Liberty Alliance. Liberty trust models guidelines v1.0, 2003.

[29] IDC, Worldwide Identity Theft Black Market 2006-2010
Forecast, 2006.

[30} Liberty Alliance Project, http://www.projectliberty.org/

[31] Microsoft, Introducing Windows CardSpace, http://
msdn.microsoft.com/

[32] OpenID, http://openid.net/

[33] Security Assertion Markup Language(SAML) OASIS
Standard Specification, Version 2.0, http://www.oasis-open.
org/committees/tc_home.php?wg_abbrev=security

[34] Higgins Project, http://www.eclipse.org/higgins/

4t ol Al
e-mail : shinpd@gmail.com
2001 A o 3pat Ak]lF st (F8HAL
2006 (F)UlE A4 HYA7H
AYretgd
‘ ~ . 2000 A @osha AR nF ey
3 EREE
Bk AYalA NS, ABRS 2uld APPHSH wulel 1
Efla B3t F

83 Z
e-mail  jpjeong @ece.skku.ac.kr
19979 At gl sha(F et
2003 At aogtia PugAgety
(F84AH
2008 A #oietn HugHFety
(F3HHAL
4140k : Mobility Management, Proxy Mobile IPv6, IEEE
802.16e, Seamless Handover, IPTV, NGN, Home
Networking IMS, Networking, IMS,
Security

Network





