Key Distribution Scheme for Supporting Multiple Set-Top Box in Chipset
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ABSTRACT

In this paper, we propose a key distribution scheme for flexible chipset pairing conditional access system. Chipset pairing conditional
access system is the implementation of CA (Conditional Access) module by using both embedded secure chip in a Set-Top Box(STB) and
smartcard, and the secure chip embedded in a STB forms a secure channel between the smartcard and the STB. In short, it is the
system that a smartcard outputs encrypted CW (Control Word) to the STB, and the STB decrypts an encrypted CW by using the
embedded secure chip. The drawback of this chipset pairing conditional access system is that one smartcard is able to be used for only
one specified STB since it is the system using the STB bound to a smartcard. However, the key distribution scheme proposed in this
paper overcomes a drawback of current chipset pairing conditional access system by using Chinese Remainder Theorem(CRT). To be
specific, with this scheme, one smartcard can be used for multiple, not single, STBs, and applied to current chipset pairing without great
changes.
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STB7} 1128 vjgo] 57| fgd AT A28
A A BAE AL Aol AAstE J1HL e 2
vlEFLES} AHEA} 93te & wEe] STBE "I%3e A
o] 7gstth ol ¥ AT I oY CASE ¥ 87
dg, se=dqold stAs g we 2 Jhed @8 7t
A7t bdre] STBE &#3HA He &394 7HdAe 2
Ageel s F83A A8 & U

Agtste 718 XOR# modular Z2& #i¢ 7H8& A4t
o] F7tE Ak EF, A= 71 9 71ES DTV &
Foll u=A gon st=gold AU 4 flo] A
A4 soldg CASel ad2 AHEo| 7 FHE 7HA
ot FFoe AMse 71Ee AA FE EE AEH
Ag B8 71€ AA slold CASS Adse 7MY
ECM9] wlAlA] E&Ado g FFHQ wne] 3 4+
7h A ojop & Aol
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