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Design and Implementation of Dynamic Digital Rights
Management System Based on Agent

Yong-Hyo Lee'- Dae-Joon Hwang''

ABSTRACT

As logistic environment of digital resources is rapidly changing, protection of the intellectual property for digital resources has been recognized
as one of important issues, Digital Rights Management (DRM) has taken much interests from ISP, authors and publishers of digital content as
an integrated approach to create a reliable environment for access and the use of digital resources. In this paper we proposed a dynamic digital
rights management system based on adaptive agent theory (ARPA @ Adaptive Resource Protection Agent) to address problems facing contemporary
DRM approaches : static rights management problem solving and strengthened monitoring/tracking system, We introduced a dynamic mission control
scheme to realize dynamic digital rights management. We incorporated adaptive agent theory to implement on-and off-line tracking and protection.

Through the implementation of prototype system, the process of dynamic digital rights protection will be demonstrated.

FINE : CIXW MEAN #2/(DRM), XI& Mt (intellectual property), 0§OIFE (agent), O|MRO{(mission control)
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flo st T wAA7lsE olgstd FH AW 7}
ol 719 DRM 71gel AFsA e 3 @7t
7bs8tA €t

4.3.2 A2E 5%

UAEAZERE Asiie BRIy AZREd dg 5
F2qjo] d#sjojof gk ZREEN]] Al2ddAE XrML
S g8t ez, AFHPY F& Az ¥xe #
A 5 U=F At AFEL 1FddE 52
T2 AR E AFRE GHREE FEF F71 Aojor @t
ol #As Az 289, Adedy HNFE FE¢
T F AR Azde] 2 B AgEE FEIE
3t ok (¥ 9 AXEY dF 44 FEIW o
A2EH, AzEo] te A%, AAAHH, 2R R, 7}

R

(38 9) MzE =89
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4.3.3 B3 Hd Ha2AY BF 23

delHE} BHAE Alo|EA HUL BY AHgsein
AL e FA 9 BE AAHE £33 oq (3¢ 10094
vehla g

(38 10) #YH mal H2A| 23 of

9% Hu e doldETL FA FA HUL AgA} &
gax d¥Ystr] FAde FHoz o }YL read AHH
B AZsA Ho sl wA FY& dPsen FYR
€ 3% 288 193 Ze JdFFo] =HA 2 window
€2 HEe g F gA €0 o] dFF Fa2F JARE
dHsopt e =59 lockel EA BFHE 414
& 5 A € o] A read Aol Fold AHEA D}
WA, FRUNTEASE FY3) st ¥kg wE 4
HPA Z23YPL AFFE HEA oo|HEE ARPA A
Blol 1 F3E AAReR BusA |k

4.3.4 943 AU HIA9 B3I B
EHAoE AUdg BAsED A& 9 A 2 BE
WE& 2%t (¥ 1) doldEs B35 B
€ BASE R ks HEo2 o 3YL read AF
FE AZsAEY. BAE st YEHIY d2FE ¢
€ AFEHA 29978 AEUE AS A5 H] =A
gt o] 9 3 8ASFE 2HY user DE YYY AS
“AHER 7 2B HJFUG” FE WA A uR
Hog FErlsol FANEMN Z2aPg A F=g
I 1 43%E ARPA AEd HAAZez BusdA doh

(38 1) T B SAK| 23 of

448 A

ZZEEY A2de] dA 2 FE AEHE S8 JE
¢l DRM 7]&°] 2 gl AU Ay Fe2A, dd
Z B FEAA Az B4 A, 29 2
exzel oMo AN #A € FHEA 5L 2
g 77 ASE B o)8E Nee B8Y A )29
DRM 7]&elA A48 de 9AZE P2 e
HE Adte 2ol "agiA Hol HAE £5 P o)
HAo] wie v EE3 FA So HA2Hoz y
A% w71 QA drh 53, AbgAd A AFPREe] e
g ojRLdYE dY3A AFele], Wad wa} njawAg
£ 7H5EA &,

<& 3>& ARPAS} 7|&¢ DRM 713 Ao]HL 1
AF Aot & =8 FH AFgL dolHE rjute] Mz}
@ Az" Aol glermz AEHYx FEAA
M dEst 59 71e88oR dAde AN € HHA
GHE A% FRHEIVFE AYstn ARFRHSHANA
71&9] DRM 7l€#% HT Wfc] Fol@ RE FHoz
716 SddA HI 248} 44 7]&€2HdA ARPA
= AdoAEV &S 83 AT HAY FHo] 7}
SHEE 3 gloy 7|9 DRM 7IEe FE ¢3sls
A Jleg #4331 o BA R FHIFY AF,
Az e @] ol MFHY & W) U} AE BF
248 ¥739 Fd4 ZWoA ARPAE E8¥ 239 53
o2 K3 23 ¥4l sHesht 7189 DRM ¢S 53
?l W7ol of#Y AH(static)d) AZAR 7} Brlw s

(E 3) ARPA A|2BiTt 7|% DRM 7|g Hlm

kil 5 ARPA A|2¥ 7|1& DRM 71&

Fave Agent and VxD 452, HEjny
REzy $H4us A 7bE A g 3
ER I 5EH -5 24 BELLES
AR 49 P4 5 Y z %
AE A8 = g % &
F 4735 A AF A ¥ H
¥ Player 88 E 4 g g i<
g 4 4 ALARE 5 BP9 AP BE

» %% A4 : Thread, Process, Commands §
« %3 24 : Contents, Port, Directory %

E%, ARPAE 553 A ¥(active resource)? %3
Z¥(passive resource)ol EF AHE7bsste] FFH o
AdadHEdst 7bssdt 71&€9 DRM 71€& tixd
Adzd @450 At e 7|€9 EYA 2
A ARPA: ARl 7lee] Heldo Qo] Adx 44, &
% 2 olg#Ho] ulg d&Ex 7|& DRM 7&e
Adzd AxAE AUste 59 #7159 Fho] Wa
a3ttt B¢ ARPAY YA EAZA Y83} a4 o




ALAZAE BRI F oy 7/I&9 DRM 7l€€ UX
dARE Y8R 44U 54 A Ao} AN
AT H849 o gol mEH. dd= o8 R A &
Aol 7]&9] DRM 7l&& =9 Edolojlg €482 8
71 dEel 384 e BB, ¥R AdoA oj844
23] g2y ARPACIME ¥Ee Fdolol7t HAS
ot gk ofuzl, ARPA A2de S8 7 Hol A3
g op HAFA, "ol L HA FoAxE HH &
48 F & BHAE #P4E VAT A

5d #

B =EdqME 7129 DRM 7l€dM Fsx dE I
el o33l OAEHEEA J)eo] ofd Jo]HE &
3 vlAAe)7)|& g ol A dAEARARHN 2 EE
Attt

A3 olo]HE s)vte YA FAAYA2HE 22
EeQlez FEIA A4 A4 A7 ARH A #
ey, Aade W73 4, A3E ZA 2 #H00F
ZwoA o]gAde HeF, e oE, HEHed o
U3 5 B AHol 4SS RoFith AFRdy WA ¥
paEgde A AFde B ol82d o gF ¥
ol Wa g A, 71E€Y DRM 7|¢e HHEY =X g A
F e A ARdAgYs Bt Agd Aade
A% FAE WA N5HEE s FANE A EA
o AZA #7)4 Py A9 AFAEIVeH AR
(d : Ad=2)g P oz EEstd Azge H71H o
g 2Ade Sasach ARd #A 2 FAHwEe 34,
E oloj(player) & Wol ofd dojHE BEHWH
Hgoz P gE AFE ol§ BAdAE A %
FHo] 7H53leE AL} o9 gol, B =&ML /&
¢ DRM 7l&o] <3 Q= AFA 8235 9 ALY ¢4
H HEE A% A2E B3I A Byt Y,
A Al2ge 54 dAEA}gEeE AF FA R
23 7]14€ FAHOE OFRD o FRHED AYe H:
2 o7l JaiME BEEE 7159 EYo] Wasdith o
Y FREIVTEL AFHE W VIeE] JYoER #
3 98z 3 RO HIYE Wyoz wigyd F 4 ¢t
A4, B S FEEUE FAY F7 U& Aot o
ARRE7|50l BAE H$ RE £%9 dAE AdE
AeHos #AAY F Yk Axdo| E Folth
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