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A Development of Central Policy Database
for managing Heterogeneous Firewall Systems

Dong-Young Lee'- Tai Myoung Chung'

ABSTRACT

With a remarkable growth and expansion of Internet, the security issues emerged from intrusions and attacks such as computer viruses, denial
of services and hackings to destroy information have been considered as serious threats for Internet and the private networks. To protect networks
from intrusions and attacks, many vendors have developed various security systems such as firewalls and intrusion detection systemns. However,
managing these systems individually demands too much work and high cost. Thus, integrated and autonomous security management for various
security products has become more important. In this paper, we present the architecture of the WISMSF (Web-based Integrated Security
Management System for Firewalls) and the merits of centralized approach for managing heterogeneous firewalls and implement the prototype
of the central policy database that is a component of the WISMSF engine. The WISMSF engine supports an integrated view for policies, the
integrity of policies and the easy recovery and addition of policies. And also, we define the policy conflicts of WISMSF and present the policy
recovery process to support to the policies consistence.

F|1HE : Betohle(Integrated Security Management), SE 4 GI0|E{W0|A(Central Policy Database), ZM#&®&(Policy Conflict)
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Field Data Type Description

user_id INT + AL AW e AEy

name VARCHAR20)| -+ A}82b9] ] Al2¥ Login ID
passwd CHAR(10) » @) AlA" Login WA=

level ENUM « ARgz}e] ] FF(NM, GSM, TSM)

network | CHAR(15) < AHgA7L gEEe UEYda F2

description | TINYTEXT « Abg At g U

Wy A Fgge AladeA A" AlgAE B
Aol wbe}t AA WE A Fa)ZHNetwork Manager, NM),
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Z pob F#]AHTop-level Security Manager, TSM)E 11
S3ol vHo] v, 4zbe] e T wel FIdHE A=
dollA 278 £ e WEEol gtk 7 AgAEe]
g 4 gy Wgs s Aued, EYZ FYe
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olgoln], 1 U&& <& 2>¢ Tl

(E 2) OlojHE Hio|ge| LHE

Field Data Type Description
agentid |INT « dolHE g A g
name VARCHAR(20)| « olo|HE o|&
» dolHES} B e Yy
type ENUM (e, pkt_filter, app_gw, circuit_gw,
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« dojHE #e AAY ¥ vYEHA
Fh
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Fa

ext_addr | CHAR(15)

int_addr | CHAR(15)
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state ENUM
src_addr | CHAR(15) « 29A FA
src_port | CHAR(S) » 292 ¥E W3 (0~65535)
dst_addr | CHAR(15) s BAA FA
dst_port | CHAR(5) « BXx XE W3(0~65535)
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service CHAR(20) » Ay~ H(Telnet, WWW, FTP.)
s_time DATETIME | - A3 38 A A%
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3.3.1 WISMSF9] A3 74 A

WISMSF9 Ad P(x)& AH& 4A3e A Mag_
Obj(x), #elxy] RS Y APk B A2H Tar_
Obj(x), 18] A A8 tjifo] F3ste= AAe] Y9 Ac-
tion(x)2 FA9 &, P(x) = {Mag_Obj(x) X Tar_Obj(x)
X Action(x)}&2 Hol@ 4 glod, ol& 7HEFA P(x) =
(M(x), T(x), A} @} 183 7|& 28d 3
g Plold) 313 MEE FAL Plnew)dt @t Plold)
= {Mag_Obj(old) X Tar_Obj(old) X Action(old)}, P(new)
= {Mag_Obj(new) X Tar_Obj(old) X Action(new)}2 %8&
"ot 22l3, Z 749 FH PoE B4 Aldd sdse A
e 2R3 A3 A Policy_Time(x)?l PT(x)E ZAH
o, o|& B A FAAH EAE AFsied A &Hcth

3.3.2 YF A A FE

Botgelapt 87 A FUF HHo] ojn| EAF1
Ae AS Ao FEo] WA, o]& FEH A AT
2oty gtk 18z, FYT AA g Told) = T(new)
o YT AY9 P9 Alold) = Alnew) F-& T3, o]
= Mnew) = Mlold)?l 49 M(new) * M(old)2 7% &
F otk <E 48 549 AW 359 EFHE U A
ojt},

(B 4 SYB Y 282 EF

3.3.4 EA0l o8 Jutd FH FE

7189 AYe) dojd A} MEo] F71 279 BH
aog A7t A2 THAAE e AY, o8 ¥ B4
o A g A FEo|Za AT o] B T FH
A% M7t o e et X AYY a¥Ye
e Heg TREE £ AP O 24 9gr7t gl
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(B 6) ZEN B3 aw9 2/

M(x) T(x) Alx)

Mi(x) T(x) Alx)

M(new) = M(new)
M(new) * M(old)

T(new) = T(old) Alnew) = Alold)

3.3.3 Autd Ao g% FE

71&9] JH2 Aol F7} AFHE FHol AZ iy
E A 2% Y FEE WY F (29 NF 2ol
FUF @A ML B A2 O& #ea M1, M2 o8
A EJde A L g TIA M2 dusls Jde] 3§
2l Negative_Action{x)# Positive_Action(x)& &3h= 7
5 T <E 5>9 Feof dtd AH FEL Minew) =
M(old)$} M(new) = M(old)3! A48 £7% + Aot

(B 5 o HY Z89| R

M(x) T(x) Ax)

Al(new) = Positive_Action
Afold) = Negative_Action

A(new) = Negative_Action
Alold) = Positive_Action

A(new) = Positive_Action
Alold) = Negative_Action

M(new) = M{old)

T(new) = T(old)

M(new) = M(old) - -
A(new) = Negative_Action

Alold) = Positive_Action

A(new) = Positive_Action
Alold) = Negative_Action

T(new) C T(old)
A(new) = Negative_Action

Alold) = Positive_Action
M(new) = M(old)

A(new) = Positive_Action
A(old) = Negative_Action

Tinew) 2 T(old)
A(new) = Negative_Action

Alold) = Positive_Action

A(new) = Positive_Action
Alold) = Negative_Action

T(new) C T(old) - -
A(new) = Negative_Action

A(old) = Positive_Action

M(new) * M(old)
Alnew) = Positive_Action

Alold) = Negative_Action

Tinew) 2 T{old) -
Alnew) = Negative_Action

Alold) = Positive_Action

<E 6> Foid TEAA A B¢ A TP
%, PT(x) wetr, A8 39 1E % sid o] Folst
o (2¥ D A B AH PTXZE of HE Ao,
EFEAC AF e 4y FE A48 vehd Rojrh

Afnew) = Negative Action r— Domain_A

Alold) = Positive_Action

(a) TE @elAdd % x¢aA ¥4 F&

Domain_B

Aloid) = Positive_Action
r===—®

(b) M2 o& #elzd ¢ 2gaA A8 3
(23 7) =g g 589 of

Alnew) = Negative Action



oy, (29 1D3 2ol HE 23 B e 3 48
S M2 gde rd#e Ml, M225E A 33
& AAsE & PTMD = PT(M2)ol 31, M2 Adtd A9
AA4E 278 A= THAA ZY S8 AT

AIM 1) = Positive_Action

®

(a) PT(MD = PT(M2), AM1) © AM2), TMDD T(M2)?] 3%
A(M 2) = Positive_Action

@

(b} PT(MD = PT(M2), A(MD) & AM2), TMDC T(M2) 3¢

(3% 8) PTIM1) = PT(M2)0| ERZAI AFH aHE H2
&8

Domain_A

v

A(M 2) = Negative Action

Domain_B

AM 1) = Negative Action

Eg, ARHA A ey 294 SN AR A
A, =g JEHA Fa, AP A2 AAHH Fol
FoR Q& AYAG Ajz’le] A 7FE FHAA X3 A
AF HAY fepde) BRo YA Axde A &
ok #art glck o] A, A Axyle] F2E A
B BEjate] 2] ol FF Bl A2Fle] AHo] WA
AS Fo ARl 3 & djulgtel $F A vlojEHol A
o A} AL FA st drt. o8 AN Z YA
@ Al2gle] A g g gREhe doldEE YA AL
de] ojd T3 9 Axg A7IFEA ol AFAA SNMP
Trap WAAE ol438to] d2jn AP A& AHE A
ARk o] Az AEhd US 2k g, doldEE
Aoz He] AL NY2o] & wrkx) A FYAd A 2€
o g 718 HA-RE Mulx 9 27 BE-08 WYY
t. (29 9& WISMSFS A8 57 34& vehd Zojt.

- Policy Lowt o Emr acopssCTiApol Exrack D
- Syateen Down or Restan o m!mmnssans
atcessCriPoleyErr r
Firewall | Agent i i'g%'s:
SHVP messages :
tertaning poicy

SoL Resuling
Opgesg - clrOICY labls) | Py el

DBMS{MySOL)

(08! 9) WisMSFe| I3 57 2td

@ ololWEA A2Y A7t B Azge o)y

Ol&Ql Bl AL ZEIE 2T E2 HH DIOIEHMOIA HE 1069

& @A}

@ clolHEE JUAD A2de] HALe BF AASL 7
2 AYRE 93 B3)oz 4%

@ ollo]HEE SNMP Trap WAIXE ol&3le #E I
oA AHE ¥ AH BTE 8FFh

@ #2 AR HF WY A 2do] g DBelA H
o] dAg FAREL F533 o] SNMP Set-
Request MA| A& o] &3} oolHEA HEet

G delHEE #E dAezHH Add AYL AP
A 2ol 4%

® doHEE HFHoE HYAG Mg Ao By
# 2% SNMP GetResponse HWAIAIE o]&3tad A
MAo] ZRHASE AT

@ ubef, B77 A A9 o]& SNMP trap WA A&
ol g3 AzlelA U FH AHFE 27

A BE7) Agder F5E WX @9 HF& W
B,

A9t 22 B3 AN B Hdwe A2de FA 2
Ao dinjsie] b AYAE Ajxdel HAE JA BT
& led A dAGE FAF F Uk £ =fdN =2
Eegle s TEE WISMSFY #H¢ Ad 89 2 et
o2 "t gAY S5# AHY 4 £9(PoP : Priority_
of_Policy) 28l AM-A9] 9E(RoM : Role_of_Manager)
51 e 49 ¥y e AHEow, WISMSFY 34 3
E 33 wtel dig Axgs e @4 A8 Folu

4 WE ¥ BRAY

HZ ojFY BABRHANE BASa Ugd e B
ottE] 9 SAY #AAY AFE, AEsd #HAA=
9 AP, gz oFhY B ALHES dlE Z&Hon
8¢ #uE 9% Y st a7 v

olo] B =RME UEHZ Ao AXE YA A&
HEo iy 53 B Ao d& 7esn YA o
9 oA YA A ade FHG FYolA Bl
7] 918 9 7|gre] ZFo|AE-dH-do|HES] A 48
TEY 53 BotEel A2 WISMSF 7153 724 dl
A Ao, o] A a4 F A E V5 F3F
o thal M=tk

WISMSF A2 59 33 dolHuo]2g o|&3td r}
F9] ol iAd Alaglel MAPE HAL Feldh,
o] dojejulelx Wie] A dHo| & sty el /T
o wel AYG F7}, A, AN 59 F3 A F£HE
A P& HAG oo|HEAA HALEn doHEE F
A AL AP Aade v o) #He 72
g %3lo dee AdAw A2de A FYE Y A
2oz #agiA do). 18)3, WISMSF dxe] Al&3h=



1070 YEXMIET=2XID MDA HE=(2002.12)

Holejdlol 2= A golg¥wt ofvg, ezt &7
0E FAE HEE A A ALsy] AsA co|HE ¥
o]8E 7HAY, FHA} 87 A HEE YA HH 43
A2 W37 H3t Y A2 B HolEE 7MY a8
I, ARG A 2" Y AR, ARG A2 F3 2
A A=de] #2 WAl e vENI ANES &
237l 3] g€ SNMP MIB & #ejshr] 1@ Hold
€ 23 AU & HolEEL 1 A g M2 #d¥g vt
AW BAY wolgue|2g T o& Filo] WISMSF
E o AAAD Aad A gele Heg Ak
¥, WISMSFS] 33 $&8& o3t WISMSFY #g
B AYRD A2 oz A oo g Y] By
Hgol M Ao

FF AYomE AAAD A2d A 3G g A28
Z 74 8t A WAR AEE BT B Bk
H HZ A 715 & AFshE SNMP v3el g3 g net
Nzdoze &4 4 748 123, 3H 359 HE Wt
A A= e A7 789 A2 dsAy A4 §74
AN ds HAEE FF 2 Agjo] Waslt)

#nEH

[1] William R. Cheswick, Steven M. Bellovin, “Firewalls and
Internet Security : repelling the willy hacker,” Addison
Wesley, 1994.

[2] D. Brent Chapman, Elizabeth D. Zwicky, “Building Internet
Firewalls,” O Reilly & Associations, Inc., January, 1996.

[3] Chris Hare, Karanjit Siyan, “Internet Firewalls and Network
Security,” - 2nd ed., New Readers, 1996.

[4] J. Moffett, Morris S. Sloman, “Policy Conflict Analysis in
Distributed System Management,” Journal of Organiza-
tional Computing, Vol.4, No.l, pp.1-22, 1994.

[5] Emil C. Lupy, Morris Sloman, “Conflicts in Policy-Based
Distributed Systems Management,” Journal of IEEE Trans-
action on Software Engineering, Vol.25. No.6, pp.852-869,
1999.

[6] Cuppens. F, Cholvy. L, Saurel. C, Carrere. ], “Merging secu-
rity policies : analysis of a practical example,” Computer
Security Foundations Workshop, Proceedings. 11th IEEE,
pp.123-136, 1998.

(7] Cholvy. L, Cuppens. F, “Analyzing consistency of security
policies,” Security and Privacy, Proceedings, IEEE Sym-
posium on, pp.103-112, 1997,

[8] o154, AE+ W71E, FFA, A3, “SNMPE o] 8% ¢
71ike} B Betwe Al~¥”, KNOM(Korea Network and
Operations Management) Review =&, Vol.2, pp.1167-
1171, 1995,

[9] 159, W71, F54, AEF, 1% FYAd A2e #a
£ A% frite] gAY AR, AR ETA

B AHRS SRl FRA, $871¢ HoF Fa, 199.

[10] D. Y. Lee, D. S. Kim, K. H. Pang, H. S. Kim, T. M. Chung,
“A Design of Scalable SNMP Agent for Managing Heter-
ogeneous Security Systems,” NOMS(Network Operations
and Management Symposium) 2000, pp.293-294, April, 2000.

[11] William Stallings, SNMP, SNMP v2, SNMP v3, and RMON
1 and 2~3rd ed,, Addison Wesley, 1999.

[12] David Perkins, Even McGinnis, Understanding SNMP
MIBs, Prentice Hall PTR, 1997

{13] Douglas Hyde, “Web-based Management”, 3Com Corp.,
Technical report, 1997,

[14] Randy Jay Yarger, George Reese, Tim King, “MySQL and
mSQL,” O Reilly & Associations, Inc., Janyary, 1999.

[15] http://www.mysqgl.com/.

[16] Rene Wies, “Using a Classification of Management Policies
for Policy Specification and Policy Transformation,” Inte-
grated Network Management IV, pp.44-56, 1995.

[17] Rene Wies, “Policy Definition and Classification : Aspects,
Criteria, and Examples, Proceeding of IFIP/IEEE Interna-
tional Workshop on Distributed Systems : Operations &
Management, Toulouse, France, Oct., 1994.

(18] Miriam J. Maullo and Seraphin B. Calo, “Policy Manage-
ment : An Architecture and Approach Systems Manage-
ment,” Proceedings of the IEEE First International Work~
shop on, pp.13-26, 1993

of & ¢

e-mail * dylee@rtlab.skku.ackr
1983\ Foti¥i M3 H(3Ah
1998 AEadga JRFHHAD

L | 20024 HZBUSE AR T
“‘ 19939 ~ 1997 7ol xHE3} FrladTA
a7

A Aadista JHFNFHE Fa}
BAEF: MENT B A2gHe YEYA B

SR

e~-mali : tmchung@ece.skku.ackr

1981 dMTittw d7])-Fe(Eh

1984 University of Illinois Chicago,
HA A ghAL

1987'd University of Illinois Chicago,
HFe T Ha)

1995'3 Purdue University, 7 %E]28 A}

1985'd ~ 19871 Waldner and Co., System Engineer

19874 ~1990'd Bolt Bernek and Newman Labs., Staff
Scientist

A A7 AdR A7) A2 € FFEHFEE 2us

BAEOE: AAA 2, HESABY, YEQA B, A2

Heb HAAAAY




	1: 
	3: 
	2: 


