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A System Implementation for Issuing
and Verifying the Electronic Receipt for M-Commerce

Keunhong Park'- Seongje Cho'*

ABSTRACT

As cell phone and PDA have been in common use recently, there is a growing tendency to utilize the mobile terminals for M-Commerce.
The information security and the receipt of e-trade are very important to support reliable digital transactions in wireless environment as in wired
environment. Even though some work such as WML digital signature and WPKI has been studied for M-Commerce, there are several problems
on the aspects of the functional limitation of the mobile terminals and the unsecure data transformation of WAP gateway. In this study we have
designed and implemented a prototvpe system of issuing and verifying the electronic receipt that guarantees authentication, data integrity and
non-repudiation for secure mobile e-commerce. Moreover, we have enhanced the system performance by letting the trusted independent server
verify and manage the electronic receipt.

7|9E : @XtA+F (Electronic Receipt), $4 HXMH2(M-Commerce), Wpki(Wireless Public Key Infrastructure), MXAMH
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Public static void main(String[] args)
{
Create a key generator using DSA
Initialize key generator
Create a secret key(private key) with key
generator
Create a public key with key generator
Save the secret and public keys in each file
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public class GenSig extends HttpServlet
{
Get the secret key
Create a Digital Signature Object and initialize it with
the private key
Get an electronic receipt
Generate a Digital Signature with the electronic receipt
using DSA
Save the Digital Signature in a file
Send the text receipt to Mobile User
Send the Digital Signature and the electronic receipt to
Verifying Server

(2 6) GenSig.java2l /At =

4.2.3 2% M4

A Ave AN} ARGFFE ol &3t FEA
HAAE s Serviet TR AREA7L QHYle R H43)
o E99 45F WdE 81T F 9= ASP Z2afez
FAEL 4¢F 2F9Y B0 HF v dAxGeEe
AR S AAztez ZAFste] FHAAC YFHA dlolH
o] 2o AAgct Eg 2HA7F FFo] Z2ale] Desktop
PCE o438l f4doz AF Muld] F&sted AF Ax
¥ 953E FYsa OdEe F URE @ HF: A
E o989 F847 e A4 872, o5 T
AFAAL Q) 93718 o AHT F e ReEy
H AFdHE Aoz 7% (ay Ne AZ Anje 2%
F 148 AAGTFTY FEAMe dAAMEe] £33 F
PE EAE AR Hudo A5 FEAYS HFAE =
2agolh

Public class VerSig extends HttpServlet {
Receive a Digital Signature and an electronic receipt
Get a public key from Shopping mall or Certificate
Authority
Create a Digital Signature Object and initialize it with
the public key
Decrypt the Digital Signature with the public key
Digest the electronic receipt using SHA-1
Compare the decrypted Digital Signature with the digested
electronic receipt
If the result is same then
Save the electronic receipt in database
Else
Request again the electronic receipt and the Digital
Signature

(32! 7) VerSig.javasl SAl 2=



564 A2HMeEI=B=FX D H10-D3 HI3=(20036)

4.2.4 "lo|gsje] 2 Hel&E Receipt(d 2 A &)
< 1>2 AAYTs UE A=d 73EA A8E DB 24y 4 o 74 & 3
HolBE9 FFo|3 <X 2> #AF Ay FdA Algd receipt_id drE 1R int(4)
DB Ho|BESe] txo|th HAYG4ZE wrg Al A= =JAle] sm_code £BE 3= int(4)
Hol® HMEL o]fsle] <X 2>o] FojA A4= My customer_id AR LR E int(4)
= gy, product_name FE ClE char(10)
product_cost A4E 713 char(10)
(E 1) BAGAE WD AJAHES Ho|E X purchase_date ol ¢ dateti-me(S)
amount ol char(8)
Customer(AH8-2} A1) purchase_id Tuj THFHE int(4)
2449 A 4 L
customer_id AHEAL AW S int(4) 43 23 9 M
customer_iden HeA c.),}o]t? char(10) 5 s =
(A8 5 o] &) A A8l & AHEShE A S1E # 0] 25 Phone.
pass_wd il i char(1p) comol A AFshe FUE ol BulolHE ol st TR
customer_name AL} o] & char(10) o FojAs 24 oHUe ojfdd TME Tujan A
Fred AAMEE dIeA fd (1Y 812 HE 74
i el A Aol A& A =9l svols (g 9)
279 1 3 idb. £ 239 43P ¥ 5 Y 27] BRioln,
purchase_id Tl ZHHE int(4)
customer_id AL BHHE int(4)
purchase_date Tl R datetime(8)
amount T & int(4)
Purchase_product_list(83 v H5)
4494 A ) A48y
list_id ZLE nfHE int(4)
product_id AE(EA) 1FHE int(4)
purchase_id To| afHE int(4)
Product(&# %K)
2494 el ] 4 8 8
product_id AE(EA) LFHE int(4)
product_name FE(EA) olF int(4) (38 9) 70H o2t
product_cost AE(EA) 714 int(4)
product_author AE(eA) A2} char(4) rT Ew AU (A" 10& 29 Toh R 4F
product_public AFE (2 A]) A Z=AHE AL char(4) o, o) =2 59 ;F”H ARz vepd gtk g bl
product_date F(EA) AEA(ERER) | datetime(®) & AEsd AAgAge] BAEY HE A dyE A

(E 2) 45 MHE H0|2 &Y

Customer(AHg-2F 4 8.)

R 4 i | A s 3
customer_id o e - int(4)
customer_iden :;‘g;; ;Gl}t —;-) char(10)
pass_wd s e R char(10)
customer_name AHg-#} ol & char(10)

3d HF Mulz dZ9d (29 129 (29 13)e AYE
A HF MY = O]%‘ﬂ' F HAFTE 45T E d=E
A gRlale tdolt Hgd AAMEH AAFrEFS A
F MudAM HE: F ‘ﬂ’é}'ﬂ‘:ﬂ, o|F AMgAZE A4 Qe
o R HE&stel 19 PCol vhwrel ¥ 4 gk PC
2 AF Anjol 2l HFEeo HAAAFF AAAMES
the gk sho] (g 14)o] Yeld lon, HAxdFEE
s EoFe AN ZEOYE ohEeE stk

a=h




DM FAAHE 2B HNBSE 2T L A 71 TH 565

DSA AzAME MY 2 HF AlThe] <FE 3> vehd 9l
o}, #z2L dFe] 27)7) 1KB olFletx at5e o, SHA-1
2 AAGFFE Yo}l 3} 160HES #Hgks &9
sto] 3pel e uieg) o] 3 A|HE ARG ST A7)
o wet 2 ?M%’% o digt "M E BA4L 1604]
E 343 8ol FaE Y 318 dolg e we} &
2 A 9n 1}017} gt % FZo] AzRAE 3
& AAMY 8538}, SHA-1 53, 5 @l vu 59 ¢
& EelnR, <& 39 A7y ARy A AR
o Ae E 555 A 9 ARG e5e 27 we
Z Alzke] atel7h g}, HAMTY #HFA B35} AR
1 dlolg gholl wal A o)z} o FH AzpqEa} ¥
date] o+23 2 B33 A|7te] v

r>' olN

S o

)
=

(E 3) SHA-1 3! DSA9| ds

rang —2BTE 2 sigupes 10241} 0] £
SHA-1 38 A7t 3.2ms 6.0ms
DSA 44 A3 20.1ms 225ms

4AE | gz Ap 24.9ms 29.1ms

58 B

w i_c,-,ow.,u, FA AR 7|gke] Hap A HA 2]
S Hudta AAYE @Astalr] fste] AAYr

o]
)
F 0F 2 4T A29e ALsA. ARG o §¢

[=]
ARG TS AxdAd e AZAAE =olal 2v|Abl A &
(33 12) 43 My % 8t (38 13) 95 Helsn Yo Age wAgs} = FUv B AZFHE £ A
"'H‘-T AAYY TP A LS AFI HAGTFE
Bt e R T FQ 4% Aue doleuolze] A4 5 2lo] TH @
HA F4E X @X A Download F 7F A AR FT HFe EAEE B A
of #& 1F MWE olgdtel WY} HAGFEE 2
P8 R —r =) us A e
2001-10-30  XulE 20,0008 ww iz B o SEE FANY 7 Aok B9 o AT |
K 2g Alzte] PCE A% Mol H&ste Aale] #Axgs
OIM IR =71 osuN CHE I OW =1 _;0; "Iji‘.]_‘,}._‘%\ﬂ»o]. PC°1]"'1 71 'l LHﬁ‘% x_]ﬂ {.aﬁ;} zrz
| oA che w7l st

AAGeFe 2uAE BEa AAde] A4S %
=
o

e il T T TR T ”‘ d 4 3l

(28 14) 4E Me{e| d5F5 o HAMYE O22E 3 e

g fl &}'2»191 glo-ﬂ PDA A4 &

TR Axge] Jed 48] A8 7] 44, SHA- of, 123 IMT-2000 5o 74 JHR Age] #4342

4 e £, DSA dAAME A4 R AT 285 NMZE FejY o]5 84 Mul2st A% 53¢ Rolth $F

EAGES 108 o) FAse J7F 2 A0S AN MEE 879 719 st 2 AA4dF5F, A4

Hotth DSAE 9% 512¥E A7]9 7] #& A AdA 5o A AAEAE E&HoR wHEsa @
u £ B 28 A4S 240msith SHA-1 8 A, giahs ekl dis A7 d ﬂléolr}-.



566 FEXMEIER=EX D H10-DA HI3=(20036)

#oes

[1] LG-EDS A 2§l ofo] g &l “F-4 Qe o] Fa|Ao] 4 X
29", ASERAL 2000,
(2] FAJAE MM Y3, “FAJQE WA 20017, £ZE
= wte], 2000.
[3] e]H A &, “5R/2updd Mu| A" A1 e 832, 497 A2
F, 2002.
[4] o]t & 5%, “HAAdAH H7|E", ATERAL 1999,
[6] (F)Y 2= Bet7]EaA |, “AHY Bet7&" SR FA,
2000.
6] 7= 5 49, “F4 &4 Z2EF 7|&", Y83 A,
A7H A3E, pp.44-56, 2000.
(7] @71 5 290, “FAAQE Y EHelA] 57", A4FE AL
2000.
[8] P. Niskanen, “Inside WAP Programming Applications with
WML and WML Script,” Addison-Wesley, 2000.
[9] J. Garms and D. Somerfield, “Professional Java Security,”
Wrox Press Ltd, May, 2001.
[10] S. M. Foo et. al., “Beginning WAP, WML, & WML Seript,”
Wrox Press Ltd, 2001.
[11] C. Arehart et. al., “Professional WAP,” Wrox Press Ltd,
2001.
[12] D. Hamner et. al., “Java Network Programming,” Manning
Press, 1999.
[13] http://www.pimstech.co.kr.

[14] http://www.pentasecurity.com/korean/fag.html.

% 2 g

e-mail : rooty71@dankook.ac.kr
19999 d=djsha wE2h3 8hal(ghAh
2002 SSoiEta oj gl A4S A gt
(o]8H414p)
20023 ~ &4 AeAlaE Adg
Rk AAAY B, FA AY,
A &

= H

e-mail : sjcho@dankook.ac.kr

19899 A-&oista HFEFezH A

1991 MEdista gl HFEFsa
(F34 A

19963 A&oigta distgl FFEEE
(F 8k}

19963 ~1997d M -gidtn HHFHAA7E#AT4 974

20013 W= University of California, Irvine 291 |4+¢

19973 ~d A dadista JRAFE SR AFE AT Fug

TH o e Hoh AR ATE o] AAZE AlAH,

B4 A2y 5



