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System for Anti-Piracy of Software under Windows Operating System

Kitae Hwang'- Namyun Kim*

ABSTRACT

This paper presents the software system that protects illegal installation and use of the commercial software. The server computer in this

system stores the compressed versions for all software, while client computers install all software by downloading them from the server. Also
the client computers periodically report to the server whether they have illegally installed software. This system introduces authentication and
encryption/decryption using the session key under Windows Operating System to prevent interception of the software package from outside
world and malicious modification of the transfer message between the server and the client. The proposed system in this paper has several
advantages such as providing real-time control of license and easy maintenance of the software as well as protecting illegal use of the software.

FINE : WY 2ZES0{(Anti-Piracy of Software), 22HSecurity), #IXjA

.M B

Suel AEs Ade e waEA wds sk Ao
PC BEEoi$ 25008, 10008 24 Al 7Hdzteks Al
A Hae] 7)¥k(infrastructure)o] £ E d Alo]o] o]F
oz, 4dHA ZHA Bk oh]et AMUAHA HelMk
Be FHHQ WiE T"r%}ﬁ}ﬁi‘:} ot F4% d3le
e Bagoldn & £ Yy FAER FAM FAh

7heH FEENE *‘?‘Z}'%'\:‘ AZEF By EA
wE 2 A A Ao #dE Aol 2002y 12€ J1E
o2 BY AZEJZ A HI FH& o 1399l
ol2n, olgd £4& AX AZEF ALE HIdE
Rulgog Bole A HE FAHEE wA Bl

A4 EY 2ZEYO AHEE ) A7 BE PHE
o] g} gitt o WHE B EAE EALER

20048hd = Hgiate wu Al A9 #HAS.
SAddlgte HFEFeR »14“—
AU AR FIR 0s

zooewi 99 29, AAMghE 120039 129 109

E8(Registry), 21&(Authentication), 2&2HEncryption)

o Wy By AZEdole HA G AMRE Adsie
Wwyoz FRAD A, B BEAE e WHozA
CD EAF WA wae 3 tjz3e E3AA §A4# CD-
ROM/DVD-ROM Drived} tJ&a 5 WAUYS S $48
OHD(Optical Head Ditching) 71€& A&t X &5E &
A7t B CDol AZEHOE AZElE g elth2l.
T o0& W9l CD-COPSEHe 7€ 94 CD Edel vl A
& 2o)e) PH ZUE(finger print)E e E¥F H2
FAL(access code)E 717 ¥A ZHEE ¢o] Bo)A o
M ojd saoak BY BAZ HA FA & Wl
H3l & wyesE= USB ®2EU 3 xEJ dxgy
ZRAME FEAT =gl 71 REE A7 ZE
7] deolEy ¢3d duHFE THEY s=sdo] 717t
el AZEHOE FHFE HAE & ¢EF I W
o] gtk B4, ALEH0I HXE #AYFoIH Y &
ZEJol AHEE T WYeR FE AZEYOjFHOR
o] Fojzitt, o] WP L Eo|ddE HFH &

& FEst HAEH LZEHO] H2EE BHE HFH

A AZEY



424 FEMISD=RXI D M11-DE M2E(2004.4)

AA F71H ez HEHrHY, 5]

B LZESOlS] AHgg T oYY WHEe ¥ )
ARG 7P Sl sedlo] J1E Abgate] By 2
e aXEJ Y o) @bt gl o
Efo} Azl o] WHES A Aesiy
UG, EBTolAE o HAE By ATEYOIF A
7t dw BUE sl By AZEdold 4N sy
SH EYR CDY Y BAL 9 §F B4 b4, A
AN AAZE, 2ol dl(license)®] 749 ol T A
N FATE HA g S BANE Asx 2a,

2 =R By 2IZEMold HAE PASE Mg
S Adsn A 7EE NWEE G g B o=
oA AR Alagle Lzegole By EAE uy)
A% Ao] ohel & 23 We) By 2ZE )7} 4y
°of AHEEE A WY A% HorA oA go g4l
= 7Kt A, 2eeldE AREE de(agent) Tz
HE ol8dte] MHRREH Y4 2ZEYE g wo}
AARY, o] W AZEg e B §2¢ 2] A8 2
T, esteh 28 B We Agdt by a§ )
AN AF 2ZEdols] BAEE w5 Y8y} gomw
BE £ZEFY §& sHeAolt HF AZEYoly 9
= CDY 24 7HsAol glew, goldla shu) o) 44
& BAT FhssttE 44e Aha.

A, FIIE AR da) Lzage Byor
HAE 2ZEdolg RUHYse Au2 ERdh wiy
AWM 24 o] FetolddE AFEe 4AY BE axe
Ao1& detgtozn By 2TEo] AX oRE gotg
T AL LZES O] $A ARE HA FEY 5 Aok

T =i e gt gk 2% E die] WA
A g ot 3FME xRl A 2 uok HAE 4
ol e RZEdo] A0 B8 WES =8 5304

T AHE Bo|i 6% AL Wi

2
o
1

uk
1

i

A
2 i

A

i

X &2 o
=]

o

ir

T

)

2. 97 g

2 HolAde Zeo|dEst Mu HFHZYEH AxEg)
o A& Wed Rz 42 9 wx UAE g9 &
HEHE B 71eg 493 28a Feo|dE #FHe
EUEPE % By AZEdC 4 V%e 98 "s
T A= dA2EHd e el

21 2ZE9o] &ot

2.1.1 HeF Al

= wEolA EeoldEel MY HFEZ AZEgO
Ag A #2 2 ¥z IS A8 AFHE 5o Auja

= & goe).
@ 7194 (Confidentiality) : 338 AL 74 Felo]
To] 2ZEOIE 4AY ¢ AYLE 8y 94
ALEME FIgu), meba R AeE=
AAAE =HsHEE fES $ 9] yEe Az
Edoi7t Ao AgEE= e 1
@ <% (Authentication) : FeloldE9 ANYe Folg=
Aol MW REE QZ we Zatodl
HERE AZES AE & ¥AY 5
EH AZEgCY $2& 9 $ 9
2 (Integrity) : A& oA 2ZTEoe Wz
TE HUste AMulzeld, SRZHE 2T E o]
£ A FHoldE HFEHA A7 Brlsay] o
o ¥z F%E g gotgozy dAR LzE
Al X 24 4+ r}

A=
A 3L

paca
Hm
S =)
e
o

Ho B odo Hn Ku

2.1.2 A 718 o] &% das)

T AEE A% G5 duEdE gy 7 2 7
A7 & FueFo] ERSH7). W 7 43 dnw=
& N7 4E dneFRT ol/RE £ mar] o
A Z WA 9] FEs} Ao AP §W O 3] 9%
/AL FHEE el oA 7)(symmetric key)
& ol &dte] A/BTE, A 712 v) HMuct v
AAFeaN tddE B o9 go] MAMuich AlL
= A 71F AA 7l(session key)eha $o} B mBoja
© AEHE 2ZEdY 45 A AH 8 o8 Y
7l 4% L EE o g3}

rir

il

2.1.3 Al 7] Fule 913

WY 7] s daaFe F/50R7k vg 4A 77}
FE lolok grk maky N 71E vy AA B
sk 7] Bl EA"E sldsteiok sk 7] B BAE
fdsty] A F WPoEA i) 7 % SnEEo) A
FAREE T 7 gE daeBe= ¥ 4o T 9
(public key)st 7§21 7l(private key)7} AHEEE=u], 7 9
€ ol &8t 4zt WAL A 7B o] gste B
gHu oz N g olgste] dsstd wA = B
N 718 o83t Base 4 vk Ahga= T 99
AR 7] e ART F A gl da) mastn =
M 7l o Aldlel] Bogich dutdon QA 712 )
e B OE 2o MY A4 Y8 g4 T =2
HoldE] A 718 73 AR B dzsad ad
I qEE AY B FDoldE A Agsit Zajolol
Ex ko]l Bastn gl el 718 o) sdtd dmalw
A 718 BEsletel A 718 der)

AREAES] A9E et 9% whHoRE “Abga) o



B/41E W37 AR/EH ZEEEY Fo| %6 Al
E/8H ZREZL FTo|dET} AAle AEE AHAA

) Hol7] S, Aol ARt e wE ARE
I UrhE AREE ARl Al Y HoR HojFs L
Egott dlE E9, Eelo]AdET}L AHFAM Huj2
FE& Aale JiQl 712 dEstd HAd AYE d3E B
Wi A ZeeldE g7 71§ ol &t MYE &
Asted FetoldEZL AU 71€ 43 UFe BHAHoE
FHE T Atk

#H, AbgAke] B 7le FAHES AR AEHAE
A 4A #EE 5 glolof @t o8 At AHEALY
FANE AFHe ez Bafc8]l AFAE AT 7
dof oa wFHH, T 719 AHEAY ARE Hgew
AT 7del uAY Mg st AFA AP
UAE AY ghe #ds ForA T Mx f¥E 8
e st

2.1.4 34 &

ﬂ]\/\l?‘lﬂ FA4E #A37 A8 4 b AT
s e dAAe dold guHglol Y nH Hold
34 @& "3“36}“1, EHE’Q  #ll+l FEE MD[9], SHA-I
[10]o] &A@t FAA= A2 2 4 ge 3 A
Fota, £ dAAAE wEeR e ge Adsta
FAE A g vage sy A Mx F¥YE &
@& = ik

22 €5 X AER

A% dA2ED(Registry) @ Windows 98/58/2000/XP
oA 2AAAN AgF ey o BE YRE M
dF 9 die|glHlo] o). HA=ETelE HFE dAd
smgo], AZEJ ] AMER, YEYZ 4, oo, #
2 dF B9 AREF TEHY ol HRE 6719 1LF
o2 o #EErh & 1§ Ed(ree) 72E 44
7l (key)E 2 X3 3tE o] itk &UH HAFE A dAE B
E LZEd #I ZJP_ < HKEY_LOCAL_MACHINE
olgh= J1& RE 7] £ F 7l{main key)E Sz AR
Ee] A% 3193”1 TAHeR F 7] ®e] SOFT-
WARE=}: 3 7l(sub key)oll HFs|e] glch o] 7} &
o] dA AP LZE0 EEE dojy & Jan o
E B9 BYoR 4XE 2ZEYely 44X 4R E #v
g QUth

3. SAP Alad nAl

31 AlAad 2=
B =RoA AotE AlA"e SAP(System for Anti-Pi-

e 2Y MAHUA BY 2ZEN BRI AL 425

racy)eleba WHEHW 1 F2E (0¥ DI go] 7AHU
SAPE 7|EA o g tlge HAFEeY 14 HEHAE 713
23 (Organization)o| 4 228 FALE] AL&3= 3
Felol B AZedoyl ANHA gnE A 4%
AZEdOlE AFor AXE £ YLE HYdts A2F
BEdojth, SAP Al A¥le o&7 Zo] 77kA9] F4 84
ol

o

» Server - A¥ ]

o Client - &3 We] Ete|AE 73FH

« PCA(Private Certificate Authority) - AHd 15 A4

o User - 22|19 T4U0RAN FtoldE HFE AL
&4

« Manager - Server 2 A|2:#® ]z}

+ IMS(Installation Management Server) - Serveroll 4]
AYEE L2TEYO E

» MAP(Monitoring Agent Program) - Clientol 4 4 &) 5]
O AZEYO BE

SAPS FAEE smge] 4% Serverdt Cliento]™
1% Q42+ Userst Manager, 2ZEgo] 848 PCA,
IMS, MAP %olt}. IMS9 MAPS Servers} Llent°ﬂ A &
4 AYE dME HAEy PCAE Clientel I5AME &
el AFME Bt AZEY 8424 Serverl
A Mg, Serverw &%) slm txag s =
A e BE AE AZEHE ¢Fsto MY A~
g #28l7] 93 DB HolE& #E FA

SAP Al=glo ] azEg] 2 FAHL v A

@D Client?] 9% A : User &2 Manager’} Client
g 7] A9 vl Serverd PCAl A&t d5A
& @g ol Client #3FE Ao HAsir)

@ Client 215 : User?} Cliente] 2ZEgolE dAsn
A 8 49 MAPE o839 Server®] IMSel H&
&al 9lF HAE A,

@ A 71 B Server?l IMSE A 71E A S
Clients] 1FAel E3g 74 712 AAH 71& I35
gsta] Cliente) MAPA A4 gch MAPE o] HA
NE AL 718 EEgete A 71& R

@ AZEH 84 :(Client?] MAPS #HEF AXEJ]
YAEE 833 dF BHe $ HAE 3l &Z
EgolE aydr)

® dusld 2ZEH M4 Serverd] IMSE AA 7]
2 2EZEYE Eststel MAPY A Hdit

2xedol 4 :Clientd MAPS A4 7|2 AZE

£ BEgsta Cliente] Ex&ch HArst F85



426 S2MCI=BI=EXID H11-DA 2= (2004.4)

€ &2 MAPZ A4 719 A$ B HojHE 2F
AtAste FF A2ZEH o9 F&EE F=vh

a3 Serverd IMSE F713 o2 Client®] MAPZH
B 4XE 4ZEgo] 22EE A$Pol BY AT EF 9

g gAY

Client

<+—> Client

IMS PCA

Server

= Vv =

(3% 1) SAP Al2Y =29

32 Heot dA

SAP Al=de Al2gle) BetE £A37] f3 F A
Hek FAE 7HA2 Yot e frE HA22A Server
7t M AEF AZES 7 23 W9 AR 9% F
AAA FEHA FES st FHoiv, F HA= ¥z
Hete 2 Client 42 MAP3 IMSe §4 &< Uiy
9]5-9] oo AHFERNE deolE WERE H= B A
Foltt. & BAE M= 379 TFHLYES Flst=
AF WAYUFH Gzt 7He AEET aga ¥z B
e AN E FA delHd A e Fristd FAA
€ gd@.

3.2.1 4144 7]¢ met

IMS¢} MAP2 M4 (session)& 7|¥te 2 Fa3c A4
o|& MAP# IMS7F Bbg fA3te Falste A @9
2 Aodr. SAPAE F 7k AAo]l EAgch AA:
A MA(installation session) .24, AZEJE HX 3}
12 & o) MAPY 93] AFEE Adoly M7 F8d
w72 A&k AL B A4(reporting session) S ZA]
MAPo| 2% £ZEg|o] 43 55 IMSe] Buds A4
o

3.2.2 AFA 27

2] Fg40] obd Algto] SAP Alxd®le] FF 4T
Edlojy 7Ie} ARES §&5E AL wAEY] M=
A Az AFHeA MAPo] ol ¢1Fe] dasji) B
=RAME FN7 g4E aFol NN NE/LYE =
EEZ"E o839 AFE I35y Wil 7 AgAE

AFHE LFHL Y 715 A B@sioiofp o)

SAP RddlA= AMd Q1F 7]#(PCA)E Windows 2000
Serverd] A5ttt Usertt SAP A|~% Managere Cli-
ente] MAPS 4x3l7] Ao 9A 9F AW(PCA)ZFH
AH Q1AM E BE e

AFM7F dEEE F3L 983 2 Managers 92
Z Servere] F%3S AFAME 2FTH(ZY 2)a). 2
23 YA Manager client ID9} H2% ARE Ygsin
AFA HFL AP Server7t Fe}o|AdES} AT
FME +<UstH Managers AMBEEEH AFME FAF
¥ Client HFFE ol d A et

TEE AFAHE X509 THezAM FH7, client D A
H, a3 PCAY A4 @& 7z k(g 2)(b)).
PCAE A4le] HE3 AFAE tj2a Ao AHAste 3
Zas IMSt UF5S S8 Bad o AFME JH2T
T 3tk

D XY BAENE SND EERW
HNE.<-0 02 Qb LW FoOn 9 B DT . d
R r—

LELTI)

1€ S BEIMMN AT SBME BEY ¢ HEUD KO
13 ROAIND NN Y MARIO MESD. X Y A E Uy

fors . haidil Cama L IS

EEN e — . x|

e RAS |25 2|

EA: [<mm> =1

AN S U DT R [ [ AR |

B S 2I2HAIEY 200341 BR 1280 2B 2.,

Bl s 2izHaE) 20041 Bl 128 |AW 2.
== com-101-97, student. han... J

MH 218(1,36,1,557.3.1)

FH F HEE 9118 28EE 9118 CD35 4EQ,,
KeylD=924E EA36 1801 586,.. =

(b)

(38 2) 213M 28 L 2SN 84

3.2.3 91&(Authentication)
Server?] IMS7} MAPL.Z%-E A

2]
[
i)
o
o¥t
=
o
of



o AEAAAE sk FHHolth, SAP AAHE
oY ZEE"S ol§8e Clentd UZ30 QF HAL
g 2,

@ Client®) MAPS client IDE IMSel 2t client ID
= ZeoldE HAFEI ATAE HF T W 4
g A rojr}

@ Servere] IMSE 9% MWyt #shs AFA A%
Ao A client ID #€ 7Hd UFME FET

® Server? IMS¥ ‘¢(random number)& 443}
MAP2 2 Rt}

@ Client®] MAPS #2418 3 g 29 A 712
Gz Eate] IMSE W

® Servere] IMSE F#AF 433 wAAE AFA
AZE FA 718 ol&dtd Fusstu Alo] Hd
Gt g seA wagch By FYstE MAPO
Aol 1% G Ygol 2HHEZ AF A ER
g,

3.2.4 A4 7] &

SAP AlzddE AAe worg AsiH M & A
g3k, Ao AZE o Serverd] IMSE MA 718 A4
1 AAe] FEHW aE=HER gRE A JI7t &
Hogs g ARedM o AR e vzt gA
SAP Al2"dA AA 718 AAstn e¥ske AL o
&7 Zrh

@ Serverd) IMSE MA &2 23 A MAP 9%5& 59
Eig=s

@ Server?] IMSE AA 718 A4 F, MAPS 870
7182 ¢33t gt

® Client®) MAPE ¢t ste vIANAE A A 7]
7 Buzsiel A4 718 deth

B R AHSE dA7) 43 daelEE RCATION
A 7] 1288 Eoltt,

3.2.56 2ZE ] 38

dutHo g LZE ] £ e A7 HEAN AA
712 gasisted 49 Aol 28dh & =M
54 A d/EEE LS FoY] d8 oE de W
He EQET HA AZEdE ZIPI]leR #5% F,
4% FYA AE F2E o dolHz A 45 A
& WAF 2l d97E 4F Ads 98 FuE "=
Ao AFFc) AA AE AdE 4F FYo] 48 Fvis
7lel e FAE “dAe dAXN"E st A4 JE
F33¥ F, 45 HdH ¥4 Clentd] MAPLE HE5d

TR 29 HMAHUAM BY 2ZERO X ALY 427

o g ds WARY FEAE FAYOH AL
B2 £ om 9% Hde A Fol vl doy
2 A9 genz =40l HuE QAsThL ¥ & 9
o 9, Client®) MAPS “d% WAA"8 A4 712 2%
sepe] 42 A Qi 2un AR AUE wwes
4% Ue BRsel AmEdelg AT “Ad A
Aol o AAH U 414804 HPE

3.2.6 ¥-44

Server= £ZEH o A$A ¥E FFE Fsty] A8
4] 58 AlRS 3250 MEd “AE mAA"Y
a4 ghg AArsted A wA Al AFTE Client®] MAP
& AF AARE AM 7R Ragd F oad gE da,
Ag AAANZRE A AN sS4 g3 vagozH F
AME gt AHed 4 daeES SHA-110]e1.

3.2.7T 4&aA §F AzZEHO] Hel

2/45E 2ZEY 0}/ Clientel 4 MAPA &) &
AAE F ZIP stdo] R2 FEE 7beAel A o &
A g go] HAdgch AN, LZE) HF RE
doa st XA 28 AEd 7] &L 27 MAP
gro] A3 g7] el #& F AX7F A9 Erbesith
54, Client #H¥FEAA MAPo] IMSEHRE AZEHNE
W gdERE MAP W] ¥ ¢ AEE A¢E 43
3w thE AbgAy ZaAxv) 7P $dE /FEY T 9
ok AR, MAP A7 ud ZIPE @48 2EA7]7)
g FE9 Fhede n

33 MM M

3.3.1 Ax MM (Installation Session)

Client 42 User’} MAP Z2 %8 o]&3a LAZEY
ol vhgre wu Axshe AAdelrh AX A4 fAL
g #2o

@D Client®) MAPS IMSEHE 9%5& wert

@ Client®] MAPS IMSERE AA 7|8 £ 2wt

@ Client®) MAPE BE AnE0 HAEE IMSAA
ATEL o] Y2ES wETh

@ Client®) MAPE Client el Z2EE &¥3td
Userol Al &AZEHIE MEsiA st A ~ZE
go1& IMSol Al 84 et

® Serverd IMS¥E ¢&F AZEMoe dzstd A
Wl Al R EMAP Al A4 @)

® Cliente] MAPS A4 718 ol&std ¢astd AF
WA A & Bastste) FAHS @ 28 1
WA R E o]&3td ¢ ATZEYOE B F

o

o



428 ZEMEISB=EXI D MU-DB MPS2004.4)

54 tHAE)HR)F

@ Client®] MAPL 437} 2259 Cliento] Zojd 9
= AZEdol REL AAsty 4X AR MS
2 Hdc)

® Mg gi=

3.3.2 B3 44 (Reporting Session)

Client®] MAPZ #7502 gx|rE@E HAVS] B
W aZEd o7t QA HYEA] HASY, a2 n YA A
= Servere] IMSEZ dEetA Hied), ol2 H1 4 Holg}
T Fen o #4e e g

@ Clients] MAP2 IMSERH ¢1Z B4e AH o=
& et

@ Client®] MAPS IMSE%E A4 718 R weg.

@ Client®] MAPS EW 2ZEgo] 7 Ans 44
712 dz3tsle) IMSE A4 wt)

@ Server?] IMSE %Estyl HAF AE QM vz B
T3etan BW 42ZES o) MAEgud o Ay
el zlol A Bistel 218 HTE s

©® Servere] IMSt= MAPo A AHe £28 oy,

4. 2ZEH O HA

4.1 IMS AH

4.1.1 IMS FZ AA

IMS Ege Wi Fx& (29 39 go] IMS MM B
B, 2ZEo $5 BE, % 2E DB w4, das
/EEI BE Q% BE 293 Ul REE 249 IMS
9] el MS-SQL Server’t A 5o] glom Windows
2000 Servere} @ H-¥-91 1% AW PCA7} 91X 8t} IMS
of EAahE tolH AFri= 43y 2xEols} Habx
= A4 SAP Al4dle #e]E 9)8] Wes DB Ho|
& A%A, 283 PCAYA B3E AdFMe Malxo A
FH= AL 3RPoR EREL 2 DEY go gty
g dne ogat

® IMS AlQ Bt MAPC2RH EYD d41)
@7 HA MAR i AAe) #9e B 7%

® 4% EER AZEJ 52 REo oi 33y=
EEEAM E9d AZEE &= ) 43
i},

® DB #e|2& SAP Al2€e] mas DB H o] & o

g A28 gelstE BEor)

* UTY/BII REL 7 HMojA MAPO R N4d
HAAE HTsE A MAPO ZRE A4 WAl
& B33 715 Alweg.

® AT HELS Client®] A%¢ 918 PCAo| o8] w3z
€ ASA HARo] o] Qi AlA" AFsdA o

SME 23 9= J1ES Aledc

o W,
JUPE T MAP

Manager _ |

4 )
&
PR ] wssy
4ol - |=mzaes
e Y -
DB MS-SQL Server | PCA

Windows 2000 Server

(8 3) IMS L% 7=
4.1.2 IMSS] 2ZEgo] BE

ok Z ]9l o] (freeware)/4] ) il of (shareware) S3} z-& H]
UL REZEOR TRAY maYds rxedose
=Y HAe giate] ohma el Peel Abgxbr) gelm
A AL A a2y olE uAYe AzEg)
o7k 70l PCofl A of glg W 2o] obdo & B3}
I MAPel o8] B9 AxEdoz l4g 4 gl o] &
A kg3 2ol A,

Server?] IMSt= v 494 AZEg ol e 2w
A3k n Users xpalo] fate v 4 AZEY ) o}
HE HA] ALg3ks Wolt). Clients) MAPo] ulAbl &
ZEfoE @53 By ATEdolz IMSOA no
A E™ Servere] IMSE MAPolA| 71 2 Eg¢ols} u)
FHEAE LTz uhgoln). wek IMSY) Be)st: DB
Hojgol Hddg AZEolrl £250] 9z oy
Managers= HI4 98 AZEYo)Z S231W ) o] 2]
T QEAIR o] FolH® HE Fas} Yt

B do Ho
o

1

4.1.3 IMSel <l #2]53= DB o]
IMS= <& 1>3 & 570¢] DB Hlo|2& §7] 3k},

o client list Ho|#& £% Wl BE Cliento] et 3
BE fxah: Hololn),

® sw_ list o] 82 IMS o3 BEHE BE Axme



dloje]l ¥ FRE = HolEolth HPYE &=
Edole 3¢ _?.ZI swName¥} b B=%ho] a3}t
& MAPA| oj# B £ZES7}
2AE "ol s HIA=7 AAYE HolEelo.
2t & Cliento] 3719 £ AZEdoj7l ZAHIA

® report_list ©lo| &

od F 3709 d2=7E ARlE

e installed_list Blo]E2 Clientoll o3 4xg ZE &
ZEdole] E2o] AFAHE Ho|Eor}l wd ojw
Clientell 107§¢] AZEgoj7} A= i 1070

o Ba=st =AY Aol
o installing info Hol&e WA 4AF

B¢ FJUE 7= HolERA, User?t 2 2E ¥
Cliento]l A7} 47144 nejHo=z HAE A

€ 59 #4HE 3437 A% Aot

(E 1) IMSOf| 25 &2|=|= DB Ho|E&
client_list Hlo]&

e 2 AEUM S8 SZEAN LA ALY 429

installed_list E]o] &

2 AZEF 0|

g = A |
comID Client9] &
i A 2ZES ol o|Fo2A, AlAf] A 2Eeod
installedSW 7189 o§
tInstalled AZEg0]7L ARH A3t

installing_info &l]°] &

4= A |
comID Client®] ©]§
installingSW | @4 A5 £ZEgc]e] o]F
tinstall HAAE AFE AT

Status

Adx 4. 9% $R(S_CERTIFICATED), &=
$2(S_DOWNLOADED), 4% % 8(S_COMPLETED)
9 F

i=E 4 k:

comlD |Client®] i ID2A, 4 & At AFH °IF

tStart | Clientel MAPo| &2 2 dx5o] A& Az AT

comlP |Client®] IP F4gt

WReport | 515012 A7

MAPS| o3 713 2o 84 2ZEdold djF Bus}

sw_list Hlol&
g <= A 3
swName £ZES|0] o]Fo2A Manager’t YT ol F
b 48 AZEYAA], v AP LA E T
originalSize AZESOE 45387 Ao ARAdE 43

compressedSize | AZES|o§ 45 &F

time AZESFE Fu| g A7
copies AZEg o7t MR Client] A5
licenses LxEYo] HA 3E A5
installFile LZES|] Ha] Uy
serialNum AZEgole] A Algd HE
CDKey AxEg |9 43X CD 7] #
report_list o] &
¥ = d k)

comID Client®] °|&

illegalSW |comIDe] ZFejolA $HY B L£XES|] oF

tFound Y ATESOIE LAY <R

ZIP22 UEH 2T EQO]

Central directory | End

HE CIOIE] ...coierrerrersesiianens

(a) 2XEg ]2 gt=

2240l (28 4)(a)

HE Ho|B

compressedSize

sw_list installFile

Hio| &=l
HEs serialNum

CDKey

a4 &t

(b) AF v A +4

(3% 4) 2ZE o HEA| zip Tl HE A 24T HIAIX|

4.1.4 2ZEH] &

IMS7} #2jsh= BF

AZEo|EL 25 ZIP %% &

112 rEHo] ARt dwHoE ZIP g4
(29 9@ Zo] Y st HolHEY FAXE, fHE

o2 FA4H gt ddEed:= RE B 3o A
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L ZIP 45 9 Wit 2E 39 dug faEge o
Ul HelHE A H WYH o ZP ¢4F Bunnd Hy
st HAEele AF doletg wz Hyata Peeo)

4.1.5 2ZEJ] HE A Max] 1z

Serverd] IMS= A3 AAEG 4EH AXEY 1y
& MAPS.2 A$3ch olg 93] 2 =FoxE (218 4)(b)
o Zol sw.list HolEe Yo} 42 AP £ g
delelZIP 2 e e dde YA A4 oA
Ag THSD FAYE 8 A% AN e e =
L AE dAAE A4 SN2 dssleie WYY g
SZEofs} A A$Hr)

4.1.6 AZEd] 52 v

LZEdO] 55 REL N2E 2TEYolr} £d o
U5 BEE TE] AZEYE 4FEo tao A
Fta DB #eAE 58 swlist Hol&o| gacs 27}
Lasg

4.1.7 A fe=t
A AR B3 A4 AFRE EFEAA RE 29
= Ak AA Aol HasEE duaZE Man-

ageSessiond& Al IAER 7)&stH (19 5)9 )

Algorithm ManageSession
Input : request from MAP
Output : SUCCESS or FAIL
{
if(request from MAP is for installation session) {
get the digital certificate from MAP ;
certify it by calling 1% RE ;
if(certification fails)
return FAIL ;
set the status field of the installing_list table to
S_CERTIFICATED ;
generate a session key and encrypt it using the
public key in the certificate by calling the
dEd/RE nE;
send the encrypted session key to the MAP ;
get information about the compressed software
from DB #2]z};
read the compressed software from disk drive )
build the transfer message shown in the Fig. 4(b)
and encrypt using the session key by
calling $+3.3/5 353 »E ;
send the encrypted transfer message to the MAP
with the compressed software.

set the status field of the installing_list table to
S_DOWNLOADED ;

get the result of installation of the software and
update it to the installed_list table by calling the
DB #eiz);

set the status field of the installing_list table to
S_COMPLETED ;

return SUCCESS ;

}
else if(request from MAP is for report session) {

get the digital certificate from MAP ;

certify it by calling 9% 2§ ;

if(certification fails)
return FAIL ;

generate a session key and encrypt it using the
public key in the certificate by calling dss/E
33 8§ ;

send the encrypted session key to the MAP;

get the result of monitoring the PC registry from
MAP, which is encrypted by the session key
given to MAP ;

decrypt the result with the session key by calling
dss/E5d BE;

if(decryption fails) {
send a fail message to the MAP ;
return FAIL ;

}

insert the result into the report_list table :

else
return FAIL ;
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AE QoA AFsE AF AZELOES Y=ES 43
22232 Install Shield& o] &3te] HASHEE A=Y
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Algorithm Install
Input : nothing
Qutput : nothing
{
send the certificate to IMS ;
get the session key from IMS which is generated by
IMS ;
send a packet requesting the software list
which is encoded with the session key ;
get the installable software list from IMS ;
make the User select a software to install on the Client ;
send an encoded packet by the session key, which
requests download of the software selected by
User ;
get the compressed software from IMS ;
install the software automatically just after download ;
send the packet of the installation result to IMS ;
add the software name to the installed list managed by
MAP ;

(38 7) &% H2(XoM M¥slE Y02|F Installe]
oA} 2E

4.2.4 B3 gz

23 g F7)1Hoz AdHE =24 Clientd)
Al2g HALERE ZASIR Cliente] HAg AZES
AEE AYstn FF Y2E vwste By LTEY]
o] M| ofRE gt Ailo] LRF LZES g
£Ed Qe A£ZEdOE LAstA AA #AE B3
B3 AAE A& APE IMSo Asdh o] &
Holgtn AAF LLES o7} Zgojrt Hoisold +
A7) W] IMSEHE g 7Ivdg. B #eAteA
A= ¢nEF Reportd] oAl ZEE (29 8)7% #h

Algorithm Report
Input : installed list
Output : TRUE or FALSE
{
read all the installed software names from Windows
Registry ;
for(each software in the software names) {
compare the software with the installed list ;
if(the software is not found) { // it is an illegal
software.
make SessionManager send the result to
IMS by generating the report
session ;
get the result from SessionManager ,
if(the software is either freeware or
shareware)
return TRUE ;
else
retumn FALSE ;
}
)
make SessionManager send the result to IMS, which
generates the report session ;
return TRUE ;

(02l 8) 21 mE|XIo|M MEEl= LDn2|E Reporte
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