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Implementation of An Embedded Communication Translator
for Remote Control

Byung kwon Lee' - Young Suk Chon™ - Joongnam Jeon™

+

ABSTRACT

Almost of industrial measuring instruments usually are equipped only with serial communication devices. In order to connect these
instruments to internet, we implement an embedded translator. This device has the hardware components composed of one WAN port, two
LAN ports, and two UARTS, and functions as a communication translator between serial and internet communication. it also provides
web-based monitoring function that is absent from existing serial-to-ethernet converter.

The hardware is implemented using the KS89 network processor which has an ARM922T as processor core. We have installed the
boa web server and utilized the CGI function for internet-based remote control, added the TP sharing function which allows the network
with private IP addresses to access the internet, and developed a serial-to-ethernet translation program. Finally, we show an application
example of the developed translator that remotely monitors the solar energy production system.

Key Words : Embedded System, IP Sharing. Serial-to-ethernet Translator, Remote Control
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#define KS8695_RTC_BASE 0x01000000
#define KS8695 UART _BASE 0x03200000
static struct map_desc ks895_io_desc[] __initdata = {
{IO_ADDRESS(KS8695_PCMCIA _IO_BASE),
KS8695_PCMCIA_IO_BASE, 0x30000 * 4, DOMAIN_IO, 0, 1},
{ I0_ADDRESS(KS8695_I0_BASE), KS8695_IO_BASE,
S7Z 64K, DOMAIN_IO, 0, 1, 0, 0 },
{_ IO_ADDRESS(KS8695_RTC_BASE),
KS8695_RTC_BASE, 0x10000, DOMAIN_10, 1, 1, 0, 0 },
{ IO_ADDRESS( KS8695_UART_BASE),
KS8695_UART BASE, 0x10000, DOMAIN IO, 1, 1, 0, 0 },
LAST DESC
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« Function "R” : 2 A] 7HRealtime) Hlo]8 A%

* Function "H”: o] & (Historical) dle]¥ A4

 Al2~¥l Al ZH(Time) 5713}

» Function AA M el F2 AEi(Alive) A

» Function "W” : AH0]E 1D 291(Who)

* Function "S”: Aol E ID A A (Setup)

+ Function "I": dle]8 A% F7]|(Interval) A4

» Function "F":dlo]8] A7 7] (Flash data saving
interval) 24

» Function "M : MAC Address 24
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{

* Function

IP F#+< +9¢ IP(official IP)E AFd IP(private [P)2
st A IPE ’\F@Lé}“ AFHE A dZFs e
wlolth IP F4 7|&e fEA A2dHo] HFae IP vt
27 ol = THE o& 0}5’— ol9} & &9 FIE& %3']
3l 7 A ojtidl AX7F Hasith A WA ool

Z
[e]
£ QY] ASHEE QAHY AL WoEel
A

b

33, 7 HA olrfdl AAe A A2l
A PR TAEE ThE ﬁ%‘f&"/} 2o
ol Fof = 7|EY TH K 3
I iptables H#H &
gozx IPE ¥
A [PE A ZE(Local NAT port)&
S ghrt,

J0 moh o

Moo
=
=~ Wl

2ot o
=
i -IR

o B9
A

ofo
ol
—_
2

i
oX &

o
O‘FC' 0-;-4
ol
ol
e
o
z
I
.\.‘i
o)
°
[n
5
il

a2 283, u}z:ﬂ # O]E E]
g3t 7]

©
off i no
te rlo
4

>
-

NAT-Router
Masquerade Table
Private IP- port | Local NAT port

Sic! 182 166.2 2:1257

Dst. 203.253.145.58:80)

Sre: 210 115 167 9063451
Ost: 203 253 145.59: B0

Sre 192.168.2 3:4182

Dst. 203.253. 145.53:80)

| 2'eal 281

Sret 210,115,167 90:63452
Dst: 203 253 145.59: 80

192.168.2.2: 1257 63451
192.168.2.3- 4192 63452
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w“éL doltd E Eol 192168227 WANe| 45 o
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3§Eﬂi P F#45 Hadd (2¥ )3 2L dulde g%
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3.5.1 #1d A (Kernel Configuration)
IP 3% 7158 783t A& WA dAE
ojtH14]. AYY UWEHH A (Networking options) ol A
IP: Netfilter Configuration< ’d B3 T 7| EHoZ AEH
o ol & olgjol (¢ 9)9 FEES YESE MAgr}

7Ad H4 24
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o
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T

*» Prompt for development and/or incomplete code/drivers — YES
* Enable loadable module support - YES

» Networking support - YES

* Packet socket - YES

* Kernel/User netlink socket - YES

* Routing messages - YES

* Network Packet filtering (replaces ipchains}) - YES

» TCP/IP Networking - YES

« [P: advanced router - YES

* IP: verbose route monitoring - YES

* [P GRE tunnels over IP - YES

+ [P: TCP Explicit Congestion Notification support - YES
* Connection tracking (required for masq/NAT) -YES

« IP tables support (required for filtering/masq/NAT) -YES
* Full NAT - YES

* MASQUERADE target support - YES

* REDIRECT target support - YES

» [P: TCP syncookie support - YES

* Network device support - YES

* Dummy net driver support - YES

» /proc filesystem support - YES
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3.5.2 VEN AT TF T4 A
YEYZ FF F9S A8 T M9 ol A=A (eth0
ethD7b dastch He() 9Z Q25 AREste] ethool &
ol IP 210115167.90& &3t ethle] A4 TP 192.168.2.1
< g5, o] A4 IPE YR YEYIANA AL Aol
Edo] &5 &3}
#>ifconfig eth0 210.115.167.90 up (1)
#>ifconfig ethl 192.168.2.1 up (2)

ool iptables %®-& AHESte] FQl IPE mhaA o=

# HOE #3t PHCI=E S8 H=7) 73 449

Hol&o] FE3A(FAM), route FHE A3l B9 P
o the AolEY ](7“ ]E°ﬂ°] F4F 21011516712 74
BE AHIHIFM).

#>iptables -t nat —~A POSTROUTING -o eth0

-1 SNAT --to 210.115.167.90 (3)
#>route add default gw 210.115.167.1 eth0 4)
#>echo 1 > /proc/sys/net/ipv4/ip_forward (5)

nA o2 JHE)E Ade [P AAE AR vEYaz
desteta AA @ q_ ojF, Uit vEHIY AZE AE
P Au7h 7 vEYdaz dzdstza g5 o 73
AP TP the vk dlols HolEe W ge Tt
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Alzglo & AWE AXEa CGl Z2aYS Sk oy
o AlojE dHtie A|xglo g dAdsiaof g} A=
Alzdle] §t MR ARESE boaw PC 28 gl&2eA] )
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«1 @A 1 boa-092targzE b2 =o} tEE A sk

«2 @A configcs} lex.yy.cd Eol ARslE 34 st

ol Axd tdEe ARE FA%

yyin=fopen("/etc/boa/boa.conf”,'r");

// in config.c (6)
yyin=fopen("/etc/boa/mime.types”,r");

// in lexyy.c )
39 g A 34 HA 7Y boaconf FUL A
2E odel wrE (1Y 1003 go] $AF
<4 GA & AR AQlo] gEYW 1 AW boa HE
< A= A28 Jusr/binol EASIE, boa.conf
Hd-E B9 Jetc/boa/oll EALetI, JHTE Al AHE

# Port: The port Boa runs on. The default port for http serv-
ers is 80.

# If it is less than 1024, the server must be started as root.

Port 80

# DocumentRoot: The root directory of the HTML documents.

DocumentRoot /etc/boa/web/docs

# Uncomment the next line if you want .cgi files to execute
from anywhere

AddType application/x-httpd-cgi cgi

# ScriptAlias: Maps a virtual path to a directory for serving
scripts

# Example: ScriptAlias /bin/ /wweb/bin/

ScriptAlias /cgi-bin/ /etc/boa/web/cgi/

(32! 10) boa & MHE
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o] RE sUdAAH fweb/cgi¥ /web/docsE ﬂ st
o} /web/cgi HAEE = § AWl 528 cgi T2
o] Mxd  AXxolx,  /web/docs Tl “Erﬂi
HTML &A49 FE tjdggo|t}
o5 A mpA o g utiE AlA"A He (@) 9
dto] boa 8 AMWE WaghetE FRAII
#>boa & > /dev/null 2>&l &)
olg} & FHAE A dWivls A" boa § AH
of HAa7F dsdrh v HolAMe ¥ AME T3 Il
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Abgste] QlMit= Alagl zpAle] B A, Alad #HyY
£ 9% #x2s wEo dd, A Ao} e A
A4 2 AR 9 FE FY N5E FEE ¢ Aol

AE gt W& EE deolHE YR A2" FA
Agslz] 9% Wyez HIML #AE o438k, HTML
A el CGL % #3E A4 (0" 1D § 39
A ID& PWE Y& wol CGI ZES remotecgis 753t
= g8 HTML £4¢] oo]uf,

Zelo|AEZ A AHZE TR0 R dolHdyY
o % GET# POST + 7FA7F vk GETHH S AEE
7 W49l Query Strings E3] Agst=d wks] POST
2 EF 429e T3 dudr 874 Wy A7)
A7)7y AgdE s GET Wi €9 POSTE A4
= AR @Y Ags ¥R gerh CGl 229
22, 23914 POST #HHez A

TE}7] ot
ARM =zZE~ AU arm-linux-gecd Abgste] HHE
O Axd 3 F Ay olujx2l remote.cgi HAS Al
t= A~ 9] Aweb/cgi-bin HEE o] AAel
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ol
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remote.c{ 28 12)2] @4l

€ IDst PWE FEdrh o] Zeads

#>arm-linux-gcc -o remote.cgi remotec utilc  (9)

A57h4) IDS PWE ultlE Az g CGl
Eeadg FEAE B9 A2 ANt AT B

<html><head><title>CGI Test</title></head><body>
<form method=post action="/cgi-bin/remote.cgi”>
<table><td>

<p align="center">CGI Web </p>

<p> ID : <input type="text” name="ID"></p>

<p> PW: <input type="text” name="PW"></p>
<p><input type=submit value="473"></p>
</td></tr></table></form> </body></html>

(38 11) HTML =M=t CGl.

1./ 7Ad= ggo] URL 915294 dvloled & A =3},

2. if (stremp(getenv("CONTENT TYPE"),
"application/x-www-form-urlencoded”)) {

3. printf("This script decode form results. \n");

4. exit(1); }

5/ dlole & Hazdgste Magd Wy s FE300

6. ¢l = atoi(getenv("CONTENT_LENGTH"));

7. for (x=0; cl && (Hfeof(stdin));x++) {

8

9

m=x
) entries[x].val = fmakeword(stdin, ‘&', &cl);
10. plustospace(entries[x].val);
11. unescape_url(entries[x].val);
12. entries[x].name = makeword(entriesxl.val, '=');
13, }

14.  strepy( ginfoID |, "default” );

15, strepy( ginfo.PW | “default” );

16.  ginfo.TYPE = 4,

17/ 9988 WeFol HRL gleA Azstz
£ ginfo TZAd A3}

18, for (i=0; i<1; i++) {

19. if (stremp(entries(il.name, "ID”) == 0) {

g2 dlolg

20. ginfo. TYPE = 1;

21. sprintf(ginfo ID, "%s”, entrieslil.val);

22. sprintf(ginfoPW , "%s", entriesli+1]val); } }

23/ HY o5 E ‘303]/‘1 |1l 3lE Bl e IDAA ¢le]
=0},

24.  sprintf(datadir, "/jffs2/view.in");
25.  ip = fopen{datadir, "w+");
26.  flock(fileno(fp), LOCK_EX);
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