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Design and Implementation of User Authentication and Authorization
System based on Remote Management Server for Home Network

Hoon-Il Choi' - Chang-Hoon Jung™ - Young-Gun Jang™

ABSTRACT

The user authentication and authorization in the cwrent home network system almost works at home and home users, sometimes
novice, should manage the system directly. This situation can make much of troubles, sometimes cause some security problems. Moreover,
the system costs high to build up, demands special user knowledge to maintain.

In this paper, we propose the user authentication and authorization system based on remote management server to solve the problems,
designed and implemented the system. To verify the system performance and function, we built a demo system for information appliances.
The results of the test, the authentication and authorization function works well and reliably.

Key Words : Home Network, Remote Management Server, User Authentication, Authorization, OSGi
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<?xml version="1.0" encoding="euc-kr"?>
<comm:Response xmlns:comm="http://hn.stkorea.net/comm">
<comm:Gateway URL="192.160.120.101" />
<comm:Demand> Authentication_Authorization</comm:Demand>
<comm:ValidToken>
22299991241228571066340157859657790
</comm:ValidToken>
<comm:UserRole>adult</comm:UserRole >
<pol:AuthorizationPolicy URL="192.160.120.101"
Policyld="policy:auth:00000001"
xmins:pol="http://hn.stkorea.net/policy”>
<pol:Description xsimnil="true”
xmins:xsi="http://www.w3.0org/2001/XMLSchema-instance” />
<pol: Timestamp>
<pol:Created>2007-01-05T12:38:35.281Z</pol:Created>
<pol:Expires>2007-01-05T13:38:35.281Z</pol:Expires>
</pol: Timestamp>
<pol:Role Name="adult">
<pol:Bundle Name="RefrigeratorBundle’>
<pol:Services>
<pol:Service>
refirgerator.OnOffService
</pol:Service>
<pol:Service>
refirgerator.ControlService
</pol:Service>
</pol:Services>
</pol:Bundle>
<pol:Bundle Name="DTVBundle">
<pol:Services>
<pol:Service>
dtv.AdultOrderService
</pol:Service>
</pol:Services>
</pol:Bundle>

</pol:Role>
<pol:Role Name="child">
<pol:Bundle Name="RefrigeratorBundle”>
<pol:Services>
<pol:Service>
refirgerator.OnOffService
</pol:Service>
</pol:Services>
</pol:Bundle>
<pol:Bundle Name="WatchCameraBundle”>
<pol:Services>
<pol:Service>
watchcamera.OnOffService
</pol:Service>
</pol:Services>
</pol:Bundle>

</pol:Role>

</pol: AuthorizationPolicy >
</comm:Response>
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