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An automated memory error detection technique using source code
analysis in C programs

Cho Dae Wan' - Oh Seung UK™ - Kim Hyeon Soo™"

ABSTRACT

Memory access errors are frequently occurred in C programs. A number of tools and research works have been trying to detect the
errors automatically. However, they have one or more of the following problems: inability to detect all memory errors, changing the
memory allocation mechanism, incompatibility with libraries, and excessive performance overhead. In this paper, we suggest a new method
to solve these problems, and then present a result of comparison to the previous research works through the experiments. Our approach
consists of two phases. First is to transform source code at compile time through inserting instrumentation into the source code. And
second is to detect memory errors at run time with a bitmap that maintains information about memory allocation. Our approach has
improved the error detection abilities against the binary code analysis based ones by using the source code analysis technique, and
enhanced performance in terms of both space and time, too. In addition, our approach has no problem with respect to compatibility with
shared libraries as well as does not need to modify memory allocation mechanism.

Key Words : Memory Access Error, Memory Test, Source Code Analysis, Test Automation
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