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An Automated Approach to Determining System’s Problem
based on Self-healing
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Jeongmin Park” - Jinsoo Jung™ - Eunseok Lee

ABSTRACT

Self-healing is an approach to evaluating constraints defined in target system and to applying an appropriate strategy when violating
the constrains. Today, the computing environment is very complex, so researches that endow a system with the self-healing’s ability that
recognizes problem arising in a target system are being an important issues. However, most of the existing researches are that
self-healing developers need much effort and time to analyze and model constraints. Thus, this paper proposes an automated approach to
determine problem arising in external and internal system environment. The approach proposes: 1) Specifying the target system through
the models created in design phase of target system. 2) Automatically creating constraints for external and internal system environment,
by using the specified contents. 3) Deriving a dependency model of a component based on the created internal state rule. 4) Translating
the constraints and dependency model into code evaluating behaviors of the target system, and determinating problem level. 5) Monitoring
an internal and external status of system based on the level of problem determination, and applying self-healing strategy when detecting
abnormal state caused in the target system. Through these, we can reduce the efforts of self-healing developers to analyze target system,
and heal rapidly not only abnormal behavior of target system regarding external and internal problem, but also failure such as system
break down into normal state. To evaluate the proposed approach, through video conference system, we verify an effectiveness of our
approach by comparing proposed approach’s self-healing activities with those of the existing approach.

Key Words : Self-Healing, Problem Determination, External Resource Environment, Software Internal State
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Step 1: Modeling Step 4: Generating Code
- S Step 2: Creating Step 3: Awalyzivg & Determining
of Target 2 Common Base Constraint Dependency Problem Level

Step 5: Monitoring of
Resowre and State

Code Generater,
Dependency Avalyser | py i Resource & State Monitor

2Ist 2HZEAE Z=2M 2 (5-steps)

<?xmnl version="1.8" encoding="UTF-8"?>
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& e Hgde (2 3)FY FE FxIT AL
RGE: UML 474 B24E$ 7|¥te 2 XMI parser’t AAE
dE2RE Ay FRE fA%ch FYE FEE External
Information Transformer$} Internal Information Transformer
g 53 XML #E o2 BAste 98 FIF RGE
E YR AgFHE B AA HH ARdg o] &3,
e AgtR e AAE7] AsA SH, AR, B, &
5 Zd& AHgE

Inputs: UML Design Model

O Rule Generation Engine
Class Model,
XMl Parser Sequence Model,
£ Deployment Model S"im,i dpiing
Adtivity Model
Stakeholders:
Requirement Extemal Information Intemal Information
Engineers, Transformer Transformer
Designers
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|
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|

{storage usage = 0.6} [\

(38 4) &Z 72 Yye 2T r=Y

<?xnl version=1.0'?>

<rule>
swe <condition>
<unl:Hodel xmi:version="2.0" xmlns:xmi="http://wwu.ong.org/XmMI" ...> <events>
<ownedRule xmi: name="Constraint1'> <component>
<specification> <name>webserver</nane>
<body>cpu=8.1<{/body> <clientnumber>
</specification> <upperlimit>100</upperlinit>
<ownedRule xmi: name="Constraint2'> </clientnumber>
<specification> </component>
<body>ram=0.3</body> 2’ :::"t §>
</specification> - FLOLHS
<ownedRule xmi: name="Constraint3"> Ezzigtinn)amki relation>
<specification>
<body>number of client=100</body> 2;‘“3"“""'1(’ ErET I e
</specificatien> <ra'|:>
<ownedRule xmi: name="Constraintiy> <available>®.3</available>
<specification> <ram>
<body>storage usage = 0.6<{/body> </states>
</specification> </condition>
<{/uml :Hodel> </rule>
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P ey 4
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W Y

operasan

Components

Operation2 &
Operationd tion 2
Component 2 OperationB %
Operation8 Interaction 2 gpe'a‘!"" 2
Operation10 i ik

: Operation 7
Interaction 4 Operation B

Interaction5 3

[
o
&
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4
j
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40
%
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HT

StateMachine of component 2

N
L/

State

Entry activity : Activity 1
Do activity
Exit activity

7]
:
&'

1
do/operationl

»(_Comp t19] activities

/

operation

=

tate2
do/ operation 3

Activityl

I

[ Actionl ]

I

operation 4_

"
|

States
do/operation 5

Component29] activities

operation 6 /
saai’ga [ Action2
do/operation 7 I
operation 8/ [ Action3
Sta®s A Compenent32| activities

do/operation 9

operation 10

:

JnaAe A% 84 74 442 A F AN A (29 59 08% Fa)z FARN] 83 FHE 4F 4
2 $9¢ T2 90 (29 4 B2, AAZ, ABAANN  Awo
Eolole] EAleks 9487 Sdgt (4§ Eol, DBMS, szEgo] i Ade] e Ad FH A4 99 2
N _

7 2]
Webserver 5), SAZ, ram, cpu, bandwidth, number of g2 2d ANdx 74 AeHEd d52de 5N A
client, storage usage 53 22 AIFES ¥t RGEE H XMl AHE o]&ste] BQ HRE AHIH(IY 6 F
WA Edo A A" XM AR (29 59 9% #Fx)E 7 z). 22 B2 Fo FYxso] AdHn, #d oH
Aste] F 7kA F¥ol g3t A AMEES] YAAE XML oJdEo] AdEr) APA RAL 7k FYPAEY Q¥ o)



(7%l version=1.0'")
(rule)
{condition)
{events)
{(conponent>
{nane)t2(/nane)
{request) initial request {/request)
(/congonent>
Clevents) -
{states)

{current-state)statei(/current-state)
Caction)C2.activities¢/action)
{related-action)C1.activities(/related-action)

{next-state)state2{/next-state)

{/states)

{/condition)

{frule>
(32 8) L%
A 237 S0 ¥¥ 43H450] Hudz, 4y 29
& 7 Y27t 7= AHEe] AddEd. dA=E 74 9
2% 99 MY ZHE M F A7) W&, StartUML[16]
% 2 A4 E7E B 48 299 Ao A¥dES =
A e W5 S (activity)S AR ¢ Utk B =
TANE 85 Ed2 o8 7Y “action’EE o|Fo A1
oz AA g o]FoE AA Hof e Rdy A5E +

Aot I 7 Fx). AdE FEE A7) 8 A
A ZdEdA A4dd 29 H9d XM FEE ,
RGEE XMI BEE ol&sto] Wi e F= #3& 44
o (29 8 F=x).
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A (2 9)9t o] DAY FZE Uehdr

Alga 2l XMl AEE 7|¥ke 2 Request Analyzer

MulA @3S BA3 3 Response Analyzers AJH| 2
A 42 59 C27} ClolAl Aul2 23S
, C1& C2olA M¥l& $9& 3oy, Cl, C2& 3%
P RoltH2d 109 HolE =) o)Ay EAd A
Priority Analyzerel Al Ag=o], HEXAEL Mu|x
sHol B3 ded FdAS B3 A€
Coll g&EH ot} gt AMEE 0 Ee 12X Fd3y,
=191 Aol wlElste $449S 9981, Dependency
Matrix Ho]&& A4 3},

(24 10)9] 9% Hol&e C27t 7HE A7 Bvhe
A& & 4 3t} Dependency Parsert Dependency Matrix
Hol£& 7|¥to 2 AXUEZ JZEAAEZ Yegd
Dependency rules AFsA34 3t} <systemrelement- dependency>
t 53 AZXVEY LHEY J2BAE Uy,
<input-dependency>+ 54 HIJEA Muj2Z2 QA3

o

i ko [z oo o oo ff
oo o oz
m o,

0
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* Request 1: current state->action->next

state;
Request 2: current state->action->next
state;

Request n: current state->action->next
state;

SEf Z= 73

Inputs: Sequence Model’s xmi information

Dependency Analyzer
ey Request Response
Analyzer Analyzer

i

Stakeholder:
XM parser gotien Priority Analyzer
Dependency

parser

Outputs Dependency Matrix Dependency Rule

(32! 9) Dependency Analyzere| thastel 2x

<element-name>< QlE|@Mdo] WAZ o FHIsl= g
ATVE, 39 7FdES 4

=

3|
<redundency>t A+ 7F =&
< Self-Healing Layere] 938 He 2 3w 33 7
" Q4 ojth B Ao ME <redundency>ol
THA - A ALGS AFEA] g

)
o
N,

44 Stepd: TE MM M £=F ZHECH

(a4 11

e

old dANN BPE AdzdES

8
AL

Maske A4S et 2ol vehin gl

o |

¢ Environment rule (5 &7 #4 #3) > A9 34L&
A3 Z= Mg
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Ksysten-element-dep y = “Comp 1>
D e (1 > _]) = 1if [ affects G </s?ffen-cluent~d¢¢endency) <output-dependency>
<int tion- = AT I2T I
= () otherwise Ksystem-element-dependency = *'C 2"y :e::::ntgza::r ook i
<1nput‘dcpenl¢ncy pr:lorlty =1 Conponent 1]
_ <interaction-name = "“I1%|“I2"|"I4"> <{/element-name>
<element-name> </interaction-name>
I 1 1 0 Component 1 Cinteraction-name = "I3"|"I5">
1 </element-name> <element-name>
I 1 1 0 - </interaction-name> Component 3
2 <interaction-name = “I13"|"I%"> </element-name>
<element-nane> </interaction-name>
13 0 1 1 Component 3 <{/output-dependency>
</element-name> </systen-element-dependency>
L 1 1 0 </interaction-name>
{redundency> e
I 0 1 1 Component & [Ksystem-element-dependency = “Conp >
5
{/redundency> ean
</input-dependency> </system-element-dependencyd
(3% 10) Dependency Matrix TableZt Dependency Rule
Environment ruli_l
Rule.xml
A 4
Rule.x
e mi External &
State rule 4
~A Code Generator il
Representation
A
Rule.xml
Dependency rulc:.J
(33 ) 2z o8 A= 4y
o State rule (% F8l A 73) > HIHEY Yi 4 1002t 2 wf, o|YEZ} dojdg uekdch (¥ 59
e sjotalr] 9% I W <cpu>, <ram>AHWE tist] BEYUEHY <QlEsHolx ¢
e Dependency rule (¥% &8 3) -> HEXUE 29 4 o gl #¥ operationEd wjBEIT ol WHoZT
BEHS 9P 2= WY XMLZ E@® FHEL ofdist ol % FAHd 3
(2% 12)9} & Z==2 Hgd
A, CGE rulexml EAZ, UR 4" B39 Z=AA9A, CGE HF B

A4

Ao} AZYHEE Aloldf Qe = o] rulexml 28E dYHEE Atol9 =F BAE YE
ZZ2 BAZ Jehd dE S0, g% B distqA dth & Sof, UF ded distd (29 7, 8)9 rulexml
(29 5)¢ % #AHY rulexml WHE JE <event>S} Wi de <request-name>94 <current-state>, <action>,
<state> L HEESO] £AUZ 22ES ot g DA <next-state> ALYHUEEL TAUZ g2EZgtt o3 &

A, rulexml 73 W9 oWEE T3 FEE EUEH Aol A, rulexml 72 Wi oJHIEES Wi &4 EZUH
g Ho|xo UE operatione] TBAE TET dF = g <lE# 0|20 Sl “operation” “attribute”e] TAE v
o], (29 5)dAE CG7l <event>AZHEC thsle], X BFH} & S0, <request-name>JHWEE HIEUE
UE 9| getClientNumber() g9t #AE vjF gt oA 9] getRequest) 3ot #AZ v = 1. <current-state>
& <upperlimit> A HEZEE getClientNumber()2] kel £ currentState $A4 3% #AZ vFHr} <action>E

/* External code representation, C=Component*/
invariant (C.getClientNumber() < 100) && (CPU.available()>=0.1) && (RAM.available() >=0.3))
| => C.setInstanceNumber(120)



’+ Internal code representation, C=Components/
i/ State code representation

rwhﬂe(requeg)

i

if(C.getRequest() == “initial request”)

{

C.arrentState = STATE1_START:
C.activity = C.getCurrentAction();
C.relationAdtivity = C.getRelationAdivity();

if((C.activity ==
{
C.arrentState == STATE1_FAILURE:
return C.arrentState;
}

false) || (C.relationActivity == false))

if((C.activity == true) && (C.relationAdtivity == true))
{

C.arrentState == STATE1_OK:
C.nextState == STATE2
return C.arrentState;

¥
}

ey

i

(T2 13) T LEE SIS 2= HE

getCurrentAction()3H=9te] #AZ wjPHrt <next-state>
£ nextState $A3e] BARZ vy ok wpA Lo, whof
Au|xe 2o i $RE 98 e HIYUENA Ay
2 9348 ¥ge7 YA <related-activity>E getRelation
Activity() &<l #A=2 vjsgdict getCurrentAction()
49} getRelationActivity() &<E boolean E}Q}o.2 HEHW
E AHE HE37] Y8 BRE e e F

IAEAE FA7] d8M, & == AR wdgS
Ehdich o3 Wwyoez XML EdE Ff%%% o2
Zol Yy Ad o A3 (2¥ 13)F Zo] A=EE
ge

P T oo

g9 Z= AL Y3, CGe 4
F BHY rulexmZHE AF FHE Yol AYWE A}
ol9] =g Al #AE YER %01, ojE@Ale dist
o (2¥ 1009 rulexml ujF-of
<output-dependency> AZHEE
<input-dependency>+ AH|AE &7545}5 o 4Eh_‘f_%
9Jm|3}1, <output-dependency> AH|2ol| $H3= tHE A

——\l
2

48 ATXUEE 9njdith o] LHYUEESLS o] dAdA
Nde 24g B3 Hoo] 7bsst] Wi 22ES 2 5
dt}. ©lES FdA EA HIXUEM distd 3L
Qe A ATHEE AHT 4+ Yt} <input-dependency>%
FYHEE inputAssociation() <9} currentName 4202 vl
35 1, <output-dependency> W EE outputAssociation()

49} currentName&A 0.2 wlg @t} <interaction-name>

€ interactionName 443} |3 51, <element-name>-2

7R 71ge 718rst AlAH EXZEE S S8E 279

7+ Internal code representation, C=Components/
// Dependency- code representation
if (C2.interactionName == "T1" || 12" || "I47)
{
currentName = C2
inputName = C1;
outputName = C1;

inputAssociation{currentN ame, inputName);
outputAssodaton{currentName, outputName);
}

if (C.interactionName == 13" || "I5%)
{
currentName = C2
inputName = C3:
outputName = C3;

inputAssociation{currentN ame, inputName);
outputAssodaton{currentName, outputName);

M
M

(38 14) 2ad

fjo

_?'l

o

o= wE

HI

inputName %43 output Name £4 2.2 vjggt}, o]zt
o XML ¥38% 7HELS olge) o] A& ot
S 98 (2 149 Zo] Z=EZ HIHYG B =F9 J&
AR SAY R JeE Y8 BA4E Z=T Michael E.
Shin[2]e] ATk Zo] XFAZ AYH EUEH =2
T Atk

4.4.2 FA +F 2A DA
A FZF(problem leve) 24 GAME A28 7
3 A¥XJdE YR JeE A 7] A A A
S AAIY. 934 BA FFL <F DI Fo
“Normal”, “Abnormal”, “Panic”¢] Al 7}x] ZE|E Jehdth
]"E— 2o, gAHd] AZE ZHIJEY 47} 1008 2
oteiths A gzziol Ui, o] Az Al Al 3
?'SHZ]E 2 5ol MY 2”2 £ F7H ATlE
Aolgtw, ol A wAlA FqE JFFHA FHE Vo=
AQALE | B3 AARNE 23 ZH$o] “Abnomal”/dEl
2 943, GARE 23T BAAME AYAREFo] o
4 =0 “Panic’FHIZ AA3t EAZAY & A5
g}l Problem Level 2 ¢l %ol HED SRE A3 A
438tA ke T2A2E F33}3, Problem Level 391 3¢

o= /\]ieﬂo A A 2 3t}

1

ot
MN od

gE Ad BA 24 4 73, 98 FHE Aoz
ATVEY $459E 24 FHITAG) e AF
ol B& $UENE o). B o, st FEYET}
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CE 1D X A9 870l 28 26 28 o7

Problem level Name Description
1 Normal 34
2 Abnormal | A= &S 3 A U8H HAHY

ALER AL B}

3 Panic

(E 2) LT HEHol

et M 2% &

Problem level Name Description
1 Normal A%
2 Error AXUE ZH 99
3 Panic AXUE MU~ AT E7}

N
...
2
A
o
rir
0%
=
O_L.
OPJ

B9 ug AFXUE Ag £A4
o] Normal, Error, Panic 2& el
UEo ZA7F 2o, $4E9071
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HAEVEY
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o
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» o«

F7HE oY dHE ZYEF Z.‘}E}. 2= 29,
, 8% ZddA 49 ARE 7o +4¢A7t
JES WA BUHY 3, ZUHIS s wdd
FZUE Wi Addst] HEXUES] FHE 53
< A2 e R e ZUEE 2347} error
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staf7t Zelste g 3og A&F), H|T] 939 AxE
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Multicast Group

Client “:\ Sexver 2

AS Staff

(3 15) Hlf2 sl——l N ES=

o Client 13} Client2+= dl2=3ag ALEAZ4 CPU 1.0GHz,
512MB9] Ab%S 7]uko 2 NET 20, Direct X 8.09] 4]
A=} 9la, Client 3& PDA AM§A2 CPU 400MHz,
64MBS] At%E 7HA I Yt

e Mobile Proxyl+ CPU 2.0GHz, 512MB2] Al%E 7]¥to
Z JDK 14 #Ho] x50 girt. o] AL PDA AHEAE
AsiA 3o AAe dZdske 98-S 3Tl Mobile
Proxy2%= Mobile Proxyl® & Al%S 7}A|¥, Mobile
Proxyl®] A #7o] 4 &< o, A7A4 dg12]ez
AHEE7] A8 ol g8tk

e Serverl= CPU 20GHz, 1GB9 Al%¥< 749, JDK 14
ol HHo] dAEo] ZEto|AEE] A HRE #Hest
1 HEHNEEE shed o838t 2H, Server2e Serverl
I 2 AFSE 7R Serverlel AHY o] A ¥S
o, A7 AH12]ez AHE37] fl8) o)&s %tk

Ht e 39 A2dE HEAXEE 7|utez F3g
ddde] Qe ‘&"a‘ FAA4 PCE AlHelA UDPE 94
AFsH, Ave 48 XE H3E FEHAXEE 0|83}
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Fite Transter - Receiving

(T 7)) ARIF HE Fo| HIC|2 30| A|ARS] Al LY

T Aot A7t Af AL B FA oA 9F
8743 W ol w2t ggstA vgl A & 5 gl

A WHES UML 71%e] 44 BU2RE B8 A
o 9% AL BH% W B BAA o Ackza,
@4 B, 2UHY 2= 44 191 FARY £2S
e A2 o 4 @ & Y= AL ek A

lo rju

(& 3 24 iIMe] ADIXSE I8t BE U
¥ A9 ThE & WiE
Y 34 87
A | sl e A sk g | 0 AEE
) =4 o

UML A7 ndEe XMl ARE
Aorz g 9% AU B
R S ER LR S e

s

A7 6 A28
A Aol
o

ARl Bdo) XMI AR 248 3
Dependency Matrix”
& A5 A4st) AEUE e A

AR § A28
A A%l A

B £% %
AFZAE 714 XMLE 7|Hto s -
2= A4 | EUEY QB0 A WL F§ T 17l
2= A4 b iy,
9% &7 37 Yy AXIES ]
EAAA Ae AEEe ARG A 28

M ARl Al

TE AR | 7IveR & EAZA £F A5 93

s




282 IEXeISD=&X D HM15-DH HI2%(2008.4)

A3AA % H A 4 AGLHE HE % H &
Operation
Processing Time (ms) | Processing Time (ms) | Processing Time (ms) Difference(ms)
Connect() 400 1800 510 +110
chatService(), addClient() 300 1500 410 +110
sendMessage() 100 320 160 +60
messageDelivery() 200 410 240 +40
videoReceive(), w:;lit()
videoTransmit(),
processorCreator(), 1800 5530 1910 +Ho
transmitterCreater(), start()
openSession(),
getReceiveStream(), 1400 4610 1515 +115
getDataReceive()
Total 4,200 ms 13,970 ms 4,745 ms +545 ms
CE 4) HiotdHHZ0| M= AAX2| AlZH Lot
F AE7He o] 2T EY Y Ao 9 B} oS 2 =EdAE ol AYZLE FiAM A WEES 3
7] Wi AMFzd 4, dBA Y, 2= A4, B4 4% F9 FAAAE AHE HAHGAHA A2 wwso
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