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An Efficient Searching of Vulnerabilities Based
on a DNS System Model using Ptolemy

Shin, Seung-Hun' - Park, Seung-Kyu'" - Jung, Ki-Hyun™"

ABSTRACT

Vulnerabilities in software can result in many social and economic problems once it has already been deploved and put to use. Thus,
the vulnerabilities should be seriously taken into consideration from the beginning step of software development. A modeling and
simulation method for software can be adopted as a testing tool for establishing vulnerability inspection strategies. For verification of
usability of this strategy, in this paper, we modeled the behavior of a DNS system using Ptolemy and the simulation was performed. The
result shows that a well-known vui-ncrdbilit_\' of DNS server could be effectively found, which confirms that the modeling and simulation

can he used for vulnerability testing.
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Client Message : 5 TR
Unknown Host =i
(Client->LDNS: query | 'www.dontknow.com

Unknown Host

IClient->LDNS: query | 'www dontknow com

Unknown Host

IClient->LONS: query | ‘www dontknow. com

Make a connection to: IP of Redirect Client |
IClient->LDNS: query : ‘www.locall2.com

;LDNSv:vCIisrn: response : “IP to redirect Client-TID :9536:PNO ;1095 :{
[LDNS->Client: response : :IP to redirect Client-TID :9537:PNO :1096
|LONS->Client: response : ‘IP to redirect Client-TID :2538:PNO 1063
|LDNS->Client: response : :IP to redirect Client-TID :9539:PNO 11095
|LDNS->Client: response : (IP to redirect Client-TID :9540:PNO :1082
|LDNS-=CIisn1: response - :IP to redirect Client-TID :9541:PNO :1080
|LDNS->Client: response : ([P to redirect Client-TID :9542:PNO :1024
|JLONS->Client: response : :IP to redirect Client-TID :9543:PNO :1070 |
| LDNS-=>Client: rasponse : :IP Io radnel‘.‘t Client- TID 9544 PNO 'ID&E 1 |
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1 Cllent M |
Unknown Host |
IClient->LDNS: query | :www.dontknow.com
Unknown Host

[Client->LONS: query . :www.dontknow.com
?_.Jnknﬂwn Host
:;CIieni-:LDNS: query . ‘www.dontknow.com
| Host

lient->LDNS: query : ‘www.local2 com
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[[ONS->Ciient: response ; 1P to redirect Client-TID 459 PNO 1026 | =)
{LDNS->Client: response : :IP to redirect Client-TID :460:PNO :1026
{LDNS->Client: response : :IP to redirect Client-TID :461:PNO :1026
HLDONS->Client: response : “IP to redirect Client-TID :462.PNO 1026
LDNS->Client: response : :IP to redirect Client-TID :463:PNO :1026
{ILDNS->Client: response - :IP to redirect Client-TID :484:PNO :1026
| DNS->Client; response : IP to redirect Client-TID :465:PNO ;1026
LDNS->Client: response - :IP to redirect Client-TID .466:PNO 1026 !
Client-TID 467 PNO :1026 =l

HLDNS->Client: I P Ia di
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Client Message

Unknown Host =

IClient->LDNS: query @ iwww.dontknow com
Wnknown Host
(Client->LDNS: query ;| iwww.localdl.com
Make a connection to LocalHost01
IClient->LONS: query | ‘www.dontknow.com
|Unknown Host

lient->LONS: query : :www.locall2.com
ﬁdaka a connection o IP of Redirect Client
K1 T |
Macknr Messago et e
ILONS->Client: response - P 1o redirect Client-TID :33576 PNO 1026
LDNS->Client: response - IP 1o redirect Client-TID :44363 PNO -1026
LONS->Client response - IP to redirect Client-TID :20973:PNO 1026
L DNS->Client response - IP to redirect Client-TID 25287 PNO 1026
LONS->Client: response ~ IP to redirect Client-TID 37439 PNO :1026
ILDNS->Client response IP to redirect Client-TID .26516:PNO 1026
ILDNS->Clignt: response IP to redirect Client-TID :9748:PNO 1026
ILDNS->Chent response I ta redirect Client-TID -3521 PNC 1026
DNS->Client response ~ IP to redirect Client-TID :57825:PNO 1026 j
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