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Design and Implementation of Pinpad using
Secure Technology from Shoulder Surfing Attack

Kang, Moon-Seol” - Kim, Young-II"

ABSTRACT

When entering the PIN(personal identification number), the greatest security threat is shoulder swfing attack. Shoulder surfing attack is
watching the PIN being entered from over the shoulder to obtain the number, and it is the most common and at the same time the most
powerful security threat of stealing the PIN,

In this paper, a psychology based PINpad technology referred to as DAS(Dynamic Authentication System) that safeguards from
shoulder surfing attack was proposed. Also, safety of the proposed DAS from shoulder surfing attack was tested and verified through
intuitive viewpoint, shoulder surfing test, and theoretical analysis. Then, a PINpad with an internal DAS that was certified for its safety
from shoulder surfing attack was designed and produced. Because the designed PINpad significantly decreases the chances for shoulder
surfing attackers being able to steal the PIN when compared to the ordinary PINpad, it was determined to be suitable for use at
ATM(automated teller machine)s operated by banks and therefore has been introduced and is being used by many financial institutions.
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