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1)1. 서  론

In nuclear power plants (NPPs), instrumentation and 

control (I&C) systems are implemented for monitoring the 

status of NPP, control, and failure response for protection. 

With the advances in digital technology, the nuclear pow-
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er industry has begun employing digital I&C systems when 

building new NPPs, and the traditional analog I&C systems 

are superseded by digital ones [1]. As digital systems are 

increasingly used in NPPs, it is essential to measure the 

reliability of NPP software for NPP probabilistic risk as-

sessment (PRA).

IEEE-1633 standard [2] defines software reliability as 

the probability of failure-free operation in a given envi-

ronment over a specified period of time. In NPPs, I&C 

systems should perform necessary safety actions to pre-

vent accidents from occurring. Reliability estimation for 

NPP software focuses on failures on demand, the acci-

dental scenarios where the software should take safety 

actions. In this study, we utilize the reliability metric 

“probability of failure on demand (PFD).”
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Many attempts have been made to quantify the relia-

bility of NPP software. U.S. Nuclear Regulatory Commis-

sion (NRC) investigated various quantitative software reli-

ability methods, and they selected potential candidates, 

the Bayesian belief network (BBN) method and the stat-

istical black-box testing method, to quantify the reliability 

of digital systems in NPP PRA [3]. Kang et al. [4] devel-

oped a BBN model that measures the number of faults 

considering software development life cycle (SDLC) pro-

cesses and derives the PFD of NPP digital systems. Chu et 

al. [5] proposed a statistical black-box testing approach 

that validates the reliability goal by testing the software 

over test cases generated from operational profiles of 

demand scenarios. Cai et al. [6] presented a hybrid ap-

proach, combining BBN and statistical testing methods [4, 

5], to fully consider the factors associated with software 

reliability. However, there is no available tool for NPP 

software manufacturers to adopt their approach.

There is a lack of consensus on a reliability evaluation 

method for NPP software. Existing methods are not flexi-

ble enough to be applicable in situations where the avail-

ability of information is uncertain. In addition, there is a 

lack of reliability measurement tools for NPP software 

manufacturers to verify the NPP software reliability. Without 

a systematic tool, it is challenging for NPP software man-

ufacturers to utilize existing methods since they need to 

build from scratch.

We propose a systematic reliability evaluation tool for 

NPP software. Inspired by Cai et al.’s approach, we devel-

oped a tool to support the flexibility for reliability estima-

tion, which can adjust to available information, including 

qualitative and quantitative evaluation results. This tool 

can considerably ease the reliability assessment of NPP 

software for NPP software manufacturers and regulatory 

agencies.

The rest of this paper is structured as follows. Section 

2 describes the background knowledge. Section 3 presents 

the proposed reliability measurement tool for NPP soft-

ware. Section 4 evaluates the functionality by applying our 

tool to the industrial system. Section 5 discusses related 

studies. Section 6 concludes this work.

2. Background

2.1 BBN Model for SDLC Phases

Fig. 1 illustrates a procedure that applies a BBN mod-

el-based method to measure software reliability based on 

Kang et al.’s work [4]. For each SDLC phase, the number 

of remaining defects is estimated by a BBN submodel con-

sidering development quality, V&V quality, and the num-

ber of function points (FPs).  The development/V&V qual-

ity is inferred based on the attribute model, which com-

Fig. 1. High Level Structure of BBN Model

*Requirement phase: SR, Design phase: SD, Implementation phase: IM, Test phase: ST, Installation&Checkout phase: IC
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prises the development/V&V activities performed in the 

phase.

 The number of remaining defects in the current phase 

is introduced to the model of the next phase to estimate 

the number of remaining defects in the next phase. For 

example, the number of remaining defects in the Require-

ment (SR) phase is passed to the BBN model of the Design 

(SD) phase to calculate the number of remaining defects 

in the SD phase. The PFD of NPP software is calculated 

by multiplying the number of remaining defects in the 

Installation and Checkout (IC) phase and generic fault size 

distribution (FSD).

Fig. 2 depicts the BBN model of the Design SD phase, 

which is used to quantify the number of remaining defects 

in the SD phase. The number of defects introduced in the 

current (SD) phase is estimated based on the number of 

FPs and the defect density (i.e., defects per FP), which is 

determined by the development quality. The number of 

detected defects is derived by the defect detection proba-

bility, which is influenced by the software complexity and 

the V&V quality.

2.2 Statistical Black-box Testing Method

The statistical testing method proposed by Chu et al. [5] 

is included in this study to incorporate quantitative testing 

results. Based on Bayes’ theorem, Chu et al. calculate the 

required number of test cases to validate a given reli-

ability target. Assuming that the prior PFD follows a Beta 

(a, b) distribution, the likelihood follows a binomial dis-

tribution and represents the observations from testing re-

sults (the number of test cases N and the number of fail-

ures F). The posterior distribution of PFD will follow a 

Beta (F+a, N-F+b) distribution. The mean of posterior PFD 

can be calculated based on the formula below:

 



          (1) 

The reliability target is considered to be the mean of 

the posterior distribution of PFD. Assuming that no fail-

ures occur (F=0), the number of demands N can be esti-

mated with the reliability target and the prior PFD, Beta(a, 

b), based on the formula (1).

They assume the prior distribution of PFD to follow a 

Beta(1,1) distribution. The posterior distribution of PFD 

(PFDpost) can be inferred as Beta(F+1, N-F+1). The mean of 

PFDpost is (F+1)/(N+2). With no failures, the number of test 

cases N can be calculated based on the above equation 

with a reliability target. 

3. Reliability Measurement Tool for NPP Software

The overall process of the proposed reliability meas-

urement tool is shown in Fig. 3. Through our tool, target 

system experts can evaluate qualitative attributes based 

on ratings (Step 1) and input the number of FPs (Step 2). 

Our tool then starts PFD inference based on the BBN 

model using the WinBUGS tool [7] (Step 3). The parame-

Fig. 2. BBN Model of the Design (SD) Phase [4]
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ters of the BBN model are specialized for NPP software 

and recorded in the U.S.NRC technical report [8]. Users 

can obtain the inferred number of remaining faults in NPP 

software and the initial PFD before considering opera-

tional conditions.

Given a reliability target, our tool can calculate the 

number of demands (i.e., test cases) required for statistical  

testing (Step 4). After testing, our tool can update the pri-

or PFD with the number of failures and estimate the reli-

ability (i.e., updated PFD) to consider the development 

and V&V qualities during SDLC phases and software oper-

ation under demand conditions (Step 5-reliability estima-

tion). Furthermore, our tool can validate if the reliability 

goal has been accomplished based on testing results (Step 

5-reliability validation).

3.1 Attribute Evaluation

For each SDLC phase, development and V&V qualities 

are required to estimate the number of remaining defects. 

Development and V&V qualities of each phase depend on 

the qualities of performing corresponding development 

and V&V activities. The activities performed in the devel-

opment/V&V process are considered the attributes affect-

ing the development/V&V quality. For instance, Fig. 4 pre-

sents 12 attributes of development quality in the require-

ment phase. As shown in Fig. 4, there are three levels, 

High, Medium, and Low, for evaluating the attributes. For 

each attribute, a collection of tasks is required to be 

performed. If all the required tasks and additional tasks to 

improve quality are carried out, the attribute quality is 

scored as High; if all the required tasks are undertaken, 

the attribute quality is scored as Medium; if only some of 

the required tasks are performed, the attribute quality is 

scored as Low.

Quantifying the number of faults in NPP software re-

quires a total of 10 development/V&V qualities during the 

SDLC process. In order to infer those qualities, there is a 

total of 125 attributes included in our tool. For each at-

tribute, we set the default value to a Low level so that our 

tool can still calculate the reliability even if the informa-

tion on attribute quality is unavailable. For example, after 

the implementation phase, users can evaluate all the at-

tributes before the test phase. However, our tool can still 

deliver the least expected reliability (PFD) for users with 

the default values for the rest of the phases. During soft-

ware development, our tool can support users to antici-

pate the reliability results and further monitor reliability 

progress.

3.2 Function Point Calculation

The function point (FP) is referred to as a unit to meas-

Fig. 3. Overall Process of Reliability Measurement Tool

Fig. 4. Qualitative Attributes of Development Quality in the Requirement Phase
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ure the software size based on the software's functionality 

view [9]. The number of FPs was used to calculate the 

number of introduced faults and an indicator of software 

complexity. The number of FPs is assumed to be provided 

by users. Users can utilize the function point calculation 

method tailored to their software, e.g., the function point 

analysis method from IFPUG [10] and function point con-

version methods from LOC data [11].

3.3 PFD Inference based on BBN Model

After collecting available attribute qualities in each 

SDLC phase and the number of function points, our tool 

uses the WinBUGS tool to quantify the number of remain-

ing faults and the prior PFD. Fig. 5 shows the reliability 

results view of our tool. The reliability results view shows 

the mean values and simulation traces of the number of 

remaining defects in the IC phase and prior PFD inferred 

by the BBN model. A simulation trace contains 19,500 si-

mulated values, and a mean value is calculated from each 

simulation trace.

3.4 Number of Demand Estimation

Given a reliability target, our tool can calculate the re-

quired number of demands or test cases with a prior dis-

tribution of PFD using formula (1). The reliability target is 

considered to be achieved if the software is tested over 

the number of required test cases and no failures occur. 

The prior PFD based on the BBN model can be utilized to 

estimate the number of demands. If the qualitative in-

formation for each SDLC phase is unavailable, the unin-

formative uniform distribution can be used to estimate the 

number of demands.

3.5 Reliability Estimation and Validation

We assumed test generation and execution have already 

been performed by users since our tool focuses on reli-

ability estimation instead of testing. With the number of 

test cases and failures, our tool can estimate the reliability 

(PFD) based on the prior PFD. The prior PFD can be ei-

ther the informative distribution inferred from the qual-

itative information of SDLC or the uninformative uniform 

distribution. The reliability target can be validated if no 

failure occurs among the required number of tests. Our 

tool can adapt to the uncertainty in the availability of 

qualitative information and various reliability test results.

4. Case Study and Evaluation

4.1 Target System

To assess the tool functionality, we chose the same tar-

get system in previous BBN-based reliability quantification 

work [4], i.e., the Integrated Digital Protection System–

Reactor Protection System (IDiPS-RPS) from the Korea 

Nuclear Instrumentation and Control System (KNICS) proj-

ect [12]. The IDiPS-RPS monitors process variables (e.g., 

measured pressure and temperature) and generates trip 

Fig. 5. Reliability measurement results
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signals to shut down the nuclear reactor when process 

variables attain their respective trip setpoints. Fig. 6 pres-

ents the configuration of the IDiPS-RPS. The IDiPS-RPS is 

composed of four redundant channels, and each channel 

comprises four main processors: the bistable processor (BP), 

the coincidence processor (CP), the automatic test and in-

terface processor (ATIP), and the cabinet operator module 

(COM). The trip function is implemented in the BP, and 

the related voting function is implemented in the CP.

4.2 Application to Target System

1) Estimating the Prior PFD based on BBN Model

With the attribute qualities collected from Kang et al.’s 

work, we applied our tool to obtain the reliability results 

for the IDiPS-RPS. The attributes were evaluated before 

the installation phase, so all the attribute qualities for the 

installation phase were set to a default Medium level. The 

number of function points was set to 56, the mean of the 

number of function points estimated in Kang et al.’s work. 

Table 1 outlines the estimated number of remaining faults 

in each SDLC phase. With the number of remaining faults 

in the installation phase and generic FSD, the distribution 

of PFD for the IDiPS-RPS is inferred and presented in 

Table 2.

2) Calculating the Number of Demands

Based on nuclear safety software used in related studies 

[5, 6], we assumed IDiPS-RPS to have a reliability target 

of 10E-4. Thus, the mean of posterior PFD is expected to 

achieve 10E-4. With the prior PFD from the BBN model 

and the reliability target, we calculated the number of de-

mands using the formula (1). Since we assume the prior 

PFD follows a Beta(a, b) distribution, we applied the dis-

tribution fitting method to find the best beta distribution 

that fits the distribution of the prior PFD obtained from 

Phase Mean
Standard 
deviation

5% Median 95%

Requirement 7.937 8.935 0.4593 4.9 25.9

Design 26.33 18.57 5.462 21.79 62.57

Implementation 40.8 24.3 11.28 35.82 87.4

Test 28.3 16.07 8.882 25.06 59.16

Installation 11.27 9.107 1.714 8.829 28.97

Table 1. The Number of Remaining Faults in Each SDLC Phase

Mean
Standard 

deviation
5% Median 95%

1.142E-3 1.054E-2 9.927E-7 5.789E-5 3.491E-3

Table 2. The PFD for the IDiPS-RPS

the BBN model. We utilized the distribution fitting method 

provided by the beta.fit() function in the Python library 

SciPy [14]. The distribution fitting results indicated that the 

parameters a and b are 0.2382 and 148.9146, respectively. 

Therefore, based on formula (1), IDiPS-RPS is required to 

pass 2233 (step 1: substituting a: 0.2382 and b: 148.9146 

into the formula (1)



 , step 2: 

calculating N

 

 ≈) test cases 

to reach the reliability target 10E-4.

4.3 Evaluation

1) Evaluation Method

To evaluate the functionality of the BBN model in our 

tool, we performed hypothesis testing to check if the re-

sults obtained from our tool were significantly different 

from those presented in Kang et al.’s work. We collected 

a total of 30 pairs of data points, including mean, stand-

ard deviation, 5%, median, and 95% values from PFD and 

numbers of remaining faults for SDLC phases. A total of 

60 data points were gathered from Table 1 and 2 and 

Table 9 and 14 in [4].

To select a hypothesis test tailored to our data, we ap-

plied the Shapiro-Wilk test to check the normality of the 

distributions of data points and differences between two 

data sets. Fig. 7, 8, and 9 present the results of the 

Shapiro-Wilk test for the data set from Kang et al.‘s work, 

the data set obtained from our tool, and differences be-

tween two data sets using R studio [15]. The p-values of 

three test results are less than 0.05, indicating that we can 

Fig. 6. Configuration of IDiPS-RPS [13]
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Fig. 7. Shapiro-wilk Test Results of the Data 

Set from Kang et al.‘s Work

Fig. 8. Shapiro-wilk Test Results of the Data 

Set Obtained from Proposed Tool

Fig. 9. Shapiro-wilk Test Results of Differences 

Between Two Data Sets

Fig. 10. Wilcoxon Matched-pairs Signed-rank Test Results

reject the null hypothesis that data sets follow a normal 

distribution. Since the distributions of data points and dif-

ferences between two datasets were not in accordance 

with a normal distribution, we conducted the Wilcoxon 

matched-pairs signed-rank test, a non-parametric test, to 

investigate whether a significant difference exists between 

two data sets or not.

2) Results and Analysis

Fig. 10 shows the Wilcoxon matched-pairs signed-rank 

test result in R studio. The p-value of the Wilcoxon 

matched-pairs signed-rank test is 0.4645, which is higher 

than 0.05. Thus, we failed to reject the null hypothesis that 

there is no significant difference between the results from 

our tool and Kang et al.’s work. Based on the hypothesis 

testing results, the developed BBN model in our tool con-

forms to the functionality of Kang et al.’s approach.

3) Discussion for Demand Estimation

We compared the estimated number of demands (2233) 

with the number of demands estimated in the statistical 

testing study [5]. In the statistical testing study, the reli-

ability target was set to 10E-4, and Chu et al. estimated 

that their subject software required to pass 10,000 tests to 

achieve the reliability target with a prior distribution fol-

lowing a uniform distribution. The mean of uniform dis-

tribution is 0.5, which is substantially high for safety soft-

ware [6]. Moreover, Kang et al. quantified the generic PFD 

based on operation experiences of NPP safety software 

worldwide, and the distribution of the generic PFD as-

sessed has a mean value of 5.53E-4. Based on our estima-

tion results, the mean of the prior PFD estimated from the 

BBN model is 1.142E-3, which has a considerable differ-

ence from the mean of uninformative uniform distribu-

tion. Therefore, the estimated number of demands in our 

tool is more tailored to the quality of the development 

process than the statistical testing study.

5. Related Work

Research has been ongoing to develop reliability esti-

mation methods for non-nuclear software based on soft-

ware reliability growth models (SRGMs). Nevertheless, NPP 

software has substantial differences from non-nuclear 

software in view of the number of defects due to the rig-

orous V&V activities during SDLC phases [13]. Kim et al. 

[16] applied time-to-failure models, the Jelinski-Moranda 

model and Goel-Okumoto’s NHPP model, to safety-critical 

software. Son et al. [17] applied a failure count model, the 

delayed s-shaped growth model, for NPP software. Kim et 

al. and Son et al. point out failure data sufficiency as a 

prerequisite for applying SRGMs. However, the availability 

of failure data is uncertain. Park et al. [13] employed a 

failure count model, NHPP-based model, to NPP software 

and showed that SRGMs tend to overestimate the reli-

ability of NPP software owing to the scarcity of failure da-

ta in NPP software.

Kang et al. [4] proposed a BBN-based method to esti-

mate the number of remaining defects and PFD for NPP 

software considering qualitative information during SDLC 

phases. The considered faults may include the faults caus-

ing false alarms, making the estimation of PFD too 

conservative.

Chu et al. [5] proposed a statistical testing method 
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based on the PRA context. They used the PRA context and 

operational profile to generate scenarios of demand con-

ditions, such as abnormal events in the reactor. The ther-

mal-hydraulic simulation model is utilized to simulate the 

test environment of the reactor. To apply this approach, 

they assume that a PRA model and an appropriate ther-

mal-hydraulic model have been developed. They used the 

uniform distribution (the Beta(1,1) distribution) as the pri-

or distribution to estimate PFD. This uninformative as-

sumption of prior distribution brought uncertainty in reli-

ability quantification.

Cai et al. [6] combined Kang et al.’s and Chu et al.’s 

approaches to estimate reliability considering qualitative 

information during SDLC and operational conditions. The 

studies discussed above do not provide tools to support 

their methods and the flexibility to adapt to the un-

certainty in data availability.

6. Conclusion

This paper proposed a systematic reliability estimation 

tool for NPP software. Our tool provides the flexibility of 

available qualitative information during SDLC and quanti-

tative testing results. We evaluated our tool functionality 

by applying it to the IDiPS-RPS. The reliability results 

generated from our tool have no significant difference 

from Kang et al.’s results. The number of demands calcu-

lated by our tool is more informative to reflect the quality 

of the SDLC process compared to Chu et al.'s work. The 

parameters of the BBN model can be further extended for 

safety-critical software in other domains once expert 

knowledge is available. In future work, we plan to develop 

a reliability test generation tool for NPP software.
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