ohdAl Beks A% 33 ey 9 gnE
N A -
2 o

2 =RdMe g 2etg Ysks BA dlolehe]x da AlxdE HAEY Hsld BEE
2dg #ystn, M2 oA 24 AAzHE AN, ofF A tidA Heoldd &
ol AAgck &3E B 2l 2 FAAY Az oA doleoj~E Jud Y
2171, chEAbdl@ A QEEA ol9] ol ME AEE % VA HUY 2xPE AAG 5+

g Alpdich 3" oA daoldef uid oAl A AL MR tE B ERe 248 FA
of Jy + UAe oeA dE § WY EdYHE AQste] P Ao aE4E FopAUG 2R o
oA dalojdel 2AE AY ¢z F THY 7|2 F AAHC

The Operational Semantics of Extended Relations
for Multilevel Security

Wan-Soo Cho' Hae Young Bae''

ABSTRACT

In order to design an extended relational database management system supporting multilevel se-
curity, the standard relational data model is extended and new relational integrity constraints are
proposed for the model. The extended relational model and proposed multilevel integrity constraints
maintain database in consistent state and produce a basis that can eliminate ambiguity of entity
and relationship representations by polyinstantiation. The proposed update semantics can increase
the efficiency of update operations by supporting multilevel entry and updates. The semantics also

provides a basis for the implementation of decomposition of extended relations.
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glolebwlo] & Mk djojetlo]a W& o]
Etol ci@ A7bElx] & HI, d=H WA
U B3 gl diolete] d@#4& AMI}E AL F
o2XE dolelE HIde FHolth iRy
Hioletdflo]x AlARL HF o HojEd
e A8 AL Aojde A A& A3
I ey ol EIMNAE A BYG aTE W
I8 Aoz dojeuo] o] i 2 fo] B

13 8 4 PR AALETLE dYdT
1184 dstdgn AALFtS e
=RH4 019959 749 19, AAFRE 119959 124 204,

AYsic[1]. HS Alold AT BY FAL ¢
oAF HZ Aoist ZFAH A2 Aoz FEHH.
oA Ade FAU FA7 £ A= 2FY
A ZAZ AEE Y F2& AW
LHoln, FAY Aol= A TgE FE
o Hvd 533 FA RoE ¥g HF A7tE
ZIgto 2 QIEEd) ¥ HI& Aoldts W]
o BAY HZ Aole tdA Bete FHEE
A g ee dYo] Hrh

B =8dMe g9E FEAM b Bde
A gsts wA dolepdlolx AJARE dAIEY]
st BA =g gHAsy, &¢d ¥A 24
& AF 72 Adzd e Ay, o z&
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thdAl Yol &4 oulg AR
2. cieA| #A clole 29

oA B x| fske @A Holeldol A A
298E T3y A% B2 A7V JYHA &
o oA #@A 2ol Foo M o1
A7} =2 g Udok. oietA @A 2o 5
A& oA doletd] AFH= AAAY &9
87 ofste AR A} ol g TFANYE o
WAoo g ZAlF Hh, f9x AMd el #&K(classi-
fication), otgtdl &, oA Jd 3¢ PFA, &
TEAANY 4B /AR % HE TF 2%
M B & Adoh
TR =T 37e U 2o A AMSRL
AYEe 7R Foln C& AY B EFo)
. LAl §& 19 A HEREY U&
Yellid, ¢[C.]J& C, HEIYRESY 3L FH
ot FF 5§30 ¢ FEE o-FFolgn 3
2 HZ T80l cd FAs o-FAn Fd.
T HE FF cdMY Jdx®iE o-A2H”
2810 o HE FF9 HEL Auf(domi-
nate)2}1 e P& &4 BH =& ZEE
(lattice) 224 Tz2H0, e 24 &£47
A *-E49 F 7hx] HEoz YT T4}
2& TR 2]

2.1 oA slaioliMd

oA diojebE Misv]l YMEeE = +F
oA & dlojgol TYPEEE Heo|H g &
gtoo} o}, v 71EY FE FFE HG B
§ =d[3, 4, 5, 6] AEE ¢ A FHANA
234gde] EAs= EAEE WESHn e,
ol AT oA Yeloldy 2y ¥
et EdYMel Ha ag4de ®ol7) Yty
SE 57 HQ 2R 2uo) EANL B o
vgle 2dlg paslaol Fci[13]. 3lolu=
zdo Mol ohehd Ydlolde e F HEO
2 FA€d.

[(Ae] 1] e 2ol oA ol 27,
R(A, C, -+, A, C., TC). A =W D,
o] Holgt cjEZRECY, Ci= A HH ¥

4
=

5 JdEHECL, TCE ¥& Eg
Eoitt. Cio Tdide HZ F =
(sublattice)& A Asl= A[L,, H]og A9l
t}. oldf L, < Hrolth

[H9) 2] &9 Z+ HZ FF col Y EA
e A 2459 Yaojd Jdarx R
%, R.(A, C, -, A, C., TC). Z¥ 262
= 2N §5F (ay i 'y am Cn o) AR
olt}, g, € D, £ q, 4olW, c=2c¢, 0, tc=
lub{e, ¢.:i=1l.n}olth, EF 4.7} do] ofY
A c,e[L, Hloldh a7} dol¥ ¢, & 718
719l 3322 EFH. lube HAGEX] (least
upper bound)& ¢ju]Fict.

FE 33 (39 2]9 2ol BYsH -F
A -FF9 MEEY £F HEYUHE *
-&£4E Hwsta] g we WdAM e AF
T & Ao g2ty c-FAd g7 FF FFe
& HL FAHolof gt 7|E9 chgA #A
2[4,5,6,7,8, 9, 10l FA7t 257
& HWARoE A AE ANLEHA & o
A c-FA o BAHY £Fo) mE BH

& c2 A% A5 i oA 4" ¢
BAE Yt Bk BY c-FAlo A
A # BAsE RE FEL c=luble i i=
l.n} & WEAHL o). ol 53] ¥ FF
o] FH 9] BHAAM & of otaA YallojMe =
4y SEL Asls Ao Mulxo 7183 e
A7 AY, el YEE fistd B9 E
PAAL FYPol sle vEEAHE k7N
T3 oA dloletel] thE gulE B¢ EFY
LAY de B BRE EdFHoE A
F&cH(13].

=1
T8 NE
==
a

A
59

g

22 ojch F3dY Mgxd

oA @4 EldMe FFER HME 9g&
V227t AFs7] ol 4 FF9 dolet
AT/ BP3)7) A3t FEAY ALz g &
B AY A2 E HdzZHUE Festodor F|ol
[13).

2.2 oith| HElE] 233N
oA B4 2N e Jadart REe o



Y Htol old FFE FF AY IYNE A
57 Qo Faq g5 Rz A
HE 2N E §3g3loo} 3o},

("9 3] R= RE t€ R W3t thgo
52 o oA dElE FEAHL BHEAAG

1. A€ A=¢tH{A]+Yd,

2. A, A € A=>t[CI=¢tC]I=¢t[C],

3. A€ A=>t[C1=¢[C].

222 QAEAZL 2PN
EE 53] ftc>lubleii=1ln} &
AAE c-FAAA HEIHHEA w-£4
37 8 FF 5Fd 71REd Adx
249& MRo] Hogtey,
[He) 4] R R & R AaEzo|y, c2(¢
oltt. R =0o(R, ¢’ )7} A¥¢ o R& Jd~Hd
2% BANE AU o= o7 gz A
th23 Zo] RZHH R. & ¥

1. 28 t€ Rl d3le thgo] AYSEE ¢
ER o] TN R {tER [ H[TC]=

TES 4719 FHo el

FE LY 74 FEF 539 S0 we
k-5 Aug AT A A2 Atz

Ho|th
["el 5] R ZE ¢, s€ Rdl W&o o2
ol RtEE W £F ¥Y FEAHEL wFZ AU
1. 28 A dstd, t[A, Cl=s[A., C]
ol ([TC]>s[TClel® s= t8 %
g go oo
2. 999 Role =g BA e F 9
S&ol AR gFolot g

224 oA 2EY

t} A3l (polyinstantiation) TAAL | gel
A Ax" 2o B AA ] Azt tdA
Yol de] JERET oot 7|&E9 o
oA oA mde Jold tFAb FEA AN
Zz7& AAE Aok (4] FD o5Ah 72
A(PI-FD)= MVD t}FAts] 2424 (PI-MVD)

CIHA 20tg 9I8h &g Zeojde)

0
g
10
=]
T
3

¢, [5]dlMe PI-FD¢} NULL o&Ats £32
A (PI-NULL)®, [11]el4 = PI-FD¢} %3 PI
-MVD(PI-DMVD) &, [6, 9]dlA& PI-FD¢}
TC tZEAld ZHA(PI-TC)E ¥ ZHo
2 Aoy FEHA At FAHE ENE
2 geth B HAMNE olF MYRPE AEHH
d thg dTA e AR AT YA Yy o4
el Fzo M}E 23A AA BHAAM B
Foi[13]. ol Wi A® FoEs [13]e]
A Al 5o} lch,

PI-FD& oiad ¥#o|de AFH 712 7]
g Aot 7vg AFH Fn, PI-TCE Z
SEFE2 A4 dEE dF 4B As
ANE AT F= FEAY AYzHolnh. ¥Hd
o PI-MVD$} PI-DMVD, PI-NULLZ xzji}%]
A A AU 9ui7t EFHT $E YL
FEsHA Hol AlgxolA AT YEE A
A REA B3, =3 Ao 2IHE FEEHA
#c}t. gas PI-MVD, PI-DMVD, PI-NULL
< oA ol oAl FE4 Agzd
of| A AHA| oo Fhe.

2.25 oo &x 23y

tieA goj e #z: Fxee FEY P
ZEE $&o 534E BA get AF sl
=AY 4 d1, hEAH A odtd F=: 23 A
o] Y F Ytt. Fxs:= Hdold Re 9
B 71§ FK@gx 3tz #Fz=EHes Haold Q9
deEHE 718 7@ PKetn 39 oad <dE
B T2 o3 o Jlx A #FA EF
5| oo} g}

[H9) 6] R& 2E RS t€ ROl datod o
&0l 2F€ o oA o 7] FEAEE BFA
2t

1. (VA e FK)[t[A]=4] && (VAE

FKO[t[AJ+d]e] &3 4ded.

2. A, A,€ FK=¢[C/]=t[C,.

E =RdAMes 589 F& 3T 43 w4
& 233t A3 AHde AT ¥e ud
A &z B2AANE Fovd. 53] YyoldLd
Fzol e dBHE FAE] AN AHEE F
& 734 darel FA[12]& o]&3td FF TF
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@A wtet o|lF Ao tgaA daelHd
ois 9ge B, ol§ TAHR oA
Z 5FAEE Bowr.

["He 7] R¥ QE RS Q.9A, t[FK]+
49 B t€ R dld dE& AT
gE Q.7 EAE 73 AN 7ol &g T
A o oA Ax REANE ¢FAU

1. t{ FK]=4 PK]},

2. t{TC]<q(TClo1d, AF Al F33
Al 7BA FHRPo] AR JteEin ol
2E 732 3& E7tesith

3. t[TC]=q[TC]lol¥d, 2E #Ho] H&
Koy id=

4. t[TC]>q[TClol®, AT A4A 7
A A} FAD] A Brhsdd o9
o] E FIL& A sHesich

23 i 24 292 By

=R oA FA ree 7Ey rdn
Hpg o oL gL Afol§ Hiloh
AX, FF 579 Pz Fies &7/ ¢
ARG  AA Bt gy dd EdYHoz
oA 4y 9 AAE FAE 5 AA EHA A
A Aide] ag&Adeol F7hsHA =HUTH A,
2027 BEAE FE 539 vlxsiod A A
Yoz EYaH d U9 Y& AAFHA
o A, & 559 Y HFo o FF
Y FEAAE M=ol AL dA, PI-FD
¢t PI-TCeo] Z8& thFAtsl FEA AFzA
07 Ao ytA Ax 3L AAE &
Ae 7Ietg AFEAC oAA, DA FR
T AFz2A % At

3. Cheby wiElolMel 8 oo

t}F Ak = ohF A A EE] (entity polyinstan-
tiation) 8} thF A8l 8 4 (attribute polyinstanti-
ation) ¥eH2 G} dFAl AFES 4
AA 9] Aol¥t dEEE FYsH, cFAM &
AE FYH dEEHE ZEHC gEAe o
T HHL odA BA o2 dR# TN
Aoz, tikA Yol &9 vl B3

= AR Aol #oi[11]. oA Alad
Hetg 93sle AR E ool A (Trusted
Computing Base)2] £& 3 B d7lvF oz
A Fof AMgel 9% chebAl Bt Hlo|ebu o]
2 Alad dA H(3, 418 93t odA ¥
dolde ¥& Hlold deo R4 FHEH=
g, ojaig A YoM, & w9 A 7%
4& BA37] f3te odAl Hyoldg BE
diloldo g B8 ¥ B3l dnaEe Mg
gtodol gich, B =FoA ALY ohdA e o]
Aol &9 oule tdA dyolde ) % &

T+ d&xneFe 7127 "o

Al Hlojde] & Adg Fo¥ W 1
gatejor & Alate o 2o A, 3F o
A dojeiuo] 2 Ax®e &g ofne} s
¥ IREE Hostddol Foh. A, teA dH
olgloll Wit Bt aFF wtgdstojof gt Al
w, diole} /ol ¥ AL e 7FE A
& 3 gstodol ok v, oA H=E A
Halolol Foh dAld, RE odd FEA A
SZHE TFA A} #o.

3.1 it 29 2/0]9 #HY

o

& a15F °ﬂ o2t A 7hAE e -’?‘- AH7].
%, c& AHEs FEANAY A2"2 R,
col & Aufse FTEAMY d2"2 R
R cst AW BAN YA @7 WEA vy
F g FFoMY d2"bx R Fo2 F
FE -0 gHM c-FHME Ro <ol
R. - .o disiAe 734 Qd& 9% + gid
m2tA c-FAd g% AN FYL T F FHol
cd R.o] F& M AR ojok g o]
F OTEO ¥ ¥HL R, .o wgEojo ¥
th R, o9 #EL R...o MH2E FE9
Adlelv 71 &9 A &L AA& 873
A g

32 Mgl eidlel 2 9o|

c-FA AP A B A YL &3
2o #710A Az g3 [ 1" #3 ¥5l
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INSERT

INTO RI(AILL C) AL €11 -]

VALUES (a.[(, ¢ a.l, ¢]] ) ;

Ct BAHoz2 o] Fod £E Jod,
HEEE AodE c2 2AE HAAHY. £F ¢
o] Ajlel HEE7 M E 7l oaA AE
B REANE fAsAN R EAA %= A
Z2¢ QHEE Yyl &, 59§ 12 7
gtol EAEA AU o FAla AEElE B3}
= F#ololof 3, thFAld 249 ASde
PI-FD¢} PI-TC& wt&3lojo}l @oh. E£% R,
7t HElold Q.o Fx BAE o)F1 Yo
ted Bz FEAAHE UEdojor gt wakA
Rl g to] AL oo o] BEHE
Aol 3&o] Ao}

(1) tLA]e] dol EA3lA oy, 2E A,
A€ Al dsld {CI=¢[C]=¢[C ]z,
22 Ag A d&d ([C12¢CI7F 4Y
"ok

(2) B ue R sld,

® tLAd+ul AJoIAY,

@ tLAJ=ulA TR
U,

@ tLA, Cl=ulA, CJol8, t{[TCl>u
(TClolx, BE A& A 9 t3td, t[A,]
*Ful AJolR t[CI+ulCI7t 4PE}.

(3) R7} Q.o W% 9 7] FK#& Z=o
9,

@ 2E A€ FKY tald {A]=4¢ &&

t[A]+4dol1,

@ RE A, AEFKI dY3td ¢[C]l=
t[C;]o1H,

@ g€ Q.9 wald, t[FK]=q[A Jolz ¢
[(Crl=qlC\JoIR A ¢[TC12 ¢q[TCI7}
A e

ojge] zzo] wFEHol 7} Rl AYHTA
RE R A% 7 AYUER R R X
T FEA& TDFA A} ¥

3.3 A Mo Y oloj

c-FAl A% BN B YL & 2

t[C )+ ulCi]olA

CHebAl 2obE 215t &1 ApiojMe| 2 9niZ o

o ZelE wolelel & AW ojy} ¥
fol ¥ A3E TYY + A

UPDATE R.
SET A,=a,[[. C,:C|]7 A/:al[’ C/=C/]]"'
[WHERE =34];

thFAldel o8] FEc] FFEE & UL
e 2 F4 Yo} RE FF0AM LT
€ e HY S Y=E Ze A AAle] o
YA Ht F& Y=o AL HG FFo
ARt JEgg vHes 9 dA ddeg 8o
s R, Hot 53 Y=o FAL Holely
EYA7t 2EA) =8 stodof gtk T3 A
Aol & BB TFE BA37] fsleg £F 5
wol FHe A2 T35 LY AL A
o] H&Eojop gty UG UFA I F&o
& 50 FH FT FFEY @& Fd
T k-£4& WEAF7] Yo dFAEE T
BAZIE F7H9] REE AYAIAHor o v
A Fx FEAAYE ®A}] Al FgS A
A FEE didoez HLslool gk AL
BEAFE 19 BAL 2y AL UEFAA
of Fhc}.
(D) t[TCl=c t7} ENse AS, 18 o
+9 ¢ 2 dA@: A,SET "old ¢ [ A,
C=(a:, cooln, AGSET Hold ¢ [A,,
C=t[ A, Cilolth
@© t[A]d do] EA3lx] gon, BE A,
AcAd ditd ¢ [Cl=¢[CI=¢[C\]
oln, 2& A€A WA £ [Cl=f
[C17F A4

@ £ [A, Cl=ulA, Co] BH=FHE RE
uER S TE A€ A9 U3ld, ¢ (Al
*u[A]Jold ¢ [Cl+ul[C]7t AY¥Et

(2) t[TCl<cQ ¢t EQses 39, tB 9
A 7IA godA, e & ROl Ayt
T AESET Aold [ A, Cil=(a:, c:)ol,
A&ESET Aol ¢'[As, Cil=t[ A Cilol
o}

O t"[A] do] EAsR gon, RE A,

A€ Al W ('[CI=¢[Ci]l=¢[C
Joln, BE A& A9 dad ¢ [Cl>
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riC 7Y ByEdh

@ t'[A, Cl=ulA, Clo] ¥EZHE BE
uCR St BRE A& A Wsld, ¢'[A]
+ul[ A1 [Cl*u[C ]t AdE

@ r[A, Cll=ulA, CJol &5 E BE
uER. A W&o, [TCl+ulTCI7t 4
¥ech

(3) Q.7 R 71& 7] Aol ¥ < 7]

FK#& #3 q[FK]=t[A]Y ¢€Q.7t EA%L
o A, (€SETR)E A, olg} 04, glCw]=t
[Ci]& BF3es ¢€Q. & tERA A,

@® q[TCI1>¢t[TClelH, A4 B w3
g3} 734l Fagte] ¥4 7HEsiot.

@ q[TCI=¢t[TC]lol®, BE 744 o]
g 7hestoh.

@ q[TCI<t[TClol®, AF A #3B
o] A& 7hs3ict.

RoolAe] 734le] 4Fstd 74 && os

3} %ol R.., .o wrgstoio} gt
(1) t[TCl=cY t€R7t ZA3tAd t§ ¢
2 AT 3+,
@ teR. > & g9 ¢ 2 dA¥Y A
SET doj¥ t'[Ah C.]=(ak. c)ola,
A&SET "ol A, Cl=¢t[A. C.]
o|c}.
@ 2E A(€SETH) wistd, u[ A, C\]
=t[A|. Cl:l/\u[Ah Ck]-:t[At. Ck]é‘
BEsE usR. . 7 EASA «[TC]>
c? uoll MY & L9 w02 o
APt AeSET dojd u' [As Cil=
(aw, ci)olZ, A &SET Held u'[A.,
C:]=ulA:, Cilolth
(2) t{TCI< cql tute] EA3IA 71 Rl
AR A, FE R o AYRT

(3) BE ¢, s€ER. > & i=l.nel 3}, ¢
[A, Cl=s[A, Clolx ¢[TCI<s[TC]I2
toh s7b EABE t= sE TPV wdekA s
= AAFHD tgte] R, ..o EASHA "ok

3.4 AX| elttel 2 olo|

c-FAd) 2% A BRe e ge B4
& AUA "o

DELETE
FROM R,
[WHERE =#A];

AA AL h-EFA4d il AR THA
7Ie F&Y FE& T5° cd FEUE A
oot Fith. NAEE FEH FAME 849 F
Ex AEojor &, r2 FHSE dEEHE
YellE ZE FEE R > 2FH 24 oo}
ok % A 2Fx T2 Agxdd o
o A4 A& ddHez Hastodol o). o}
A c-FA ol T to] A g =UE
TEFA| Ao} gt

(1) t{TCl=cY t& RN A=A,

(2) 2 u€R. >0 W3S t[A, Cil=u
[A, Clolz u[TClzcd u& R, .4
AHA gt

(3) Q7 R.o 718 71 Aol A 9 7]
FK& 31 g[FK]=t[ A/ Q.7 EAF
td, ¢[Cul=t[C/]& HF3E ¢EQ.9 te
Rl d3ts,

© glTC1>¢t{TClol, A AA 733

dst A 2 Rre] A4 sh53d.

@ ¢q[TC]=t[TClold, BEE AA 3ol

A& 7h5stot.
@ ¢ITCI<t{TC]lol®, AT AHAl TFARE
o] & 7}z

BE uc R o, ¥F [A, Cl=u
(A, Clelgt® u[TCl< col® Ah-£A0 9
sted u & AAY 5 gloh o] AL, 19 ThFAL
3 84U uts R.oa R.s.opaol A& A
& "t wets cFAbe 849 o e
B ool g edstAl A dshy] HEMe deg
Z7bstcio} ey,

< t[A, Cl=ulA, Cloln ul[TCl<c

J e R 7} EAEA geth

35 MY gido] 29 oo

c-ZAo) % HY BAe e 2e ¥4
& AUA "ok

SELECT [= | B[, B]] -

FROM R,
[WHERE %3];
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do| 348 AAY & Ae 7Ie AF@o
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