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ABSTRACT

In these days, information communication systems are based on both open distributed computing technologies
and object-onented techniques like inheritance, encapsulation and object reuse to support various system configuration
and application. As information svstems are interconnected through unsecure networks., the need for the secure
information exchange is more critical than before.
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In this paper. we have designed and implemented a transparent CORBA-based security infrastructure with

authentication, security context association, access control and security information management to support a secure

applications in distributed object environment. SESAME Ver. 4 was adopted as an external security service to

manage user privilege attributes and to distribute kevs for data encryption, decryption and integrity. Using filter and

transformer with an interface to Object Request Broker, it provides a transparent security service to applications. The

filter objects are special classes that allow additional parameters to be inserted into messages before they are sent and

removed just after they are received. The transformer objects are special classes that allow direct access to the hyvte

stream of every messages for encryption and decryption before it is sent and just after it is received. This study is to

implement the access control interceptortACD and the secure invocation intereeptor(SID of secure ORB defined in

CORBA using filter and transformer.
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(Fig. 2) Security infrastructure for CORBA-based Applications
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Security::A uthe{z tication StatusSecurityLevelZ
‘PrincipalAuthenticator: -authenticate() {

apa Jetum-apa auth() //SESAME APA(Authentica-
/tion and  PrivilegeAttribute)
/%) AP
ret_val=auth_result_ok():
switch(ret_val)
case 0 : // Errors

case | i - // Success
. '
(2% 3) W authenticate()
(Fig. 3) Member function authenticate()
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in Opaque &chan_bindings.
g oA R Felol|AdEY 2YF FAF HEL A in gss buffer t in_token.
qE 49l ARE 2= uol EA out Opaque &out_token.
o= T §RE 2 2t B2 (security token) out CorbaSecurityContext_ptr &security_context
5 F7hsit %E}OI"JE Bobdy EBele Edsyd ):
$ gatel Mo E2S T NS Aue Eds /
Fojg dgdsln Moo JEE WA E 7Rl A Class CorbaSecurityContext |
T L o Security::AssociationStatus
Wl Messagelnterceptor ZAE A%} e continuous securitv context(
Vault MAE o835l Felo|AEo A Atxi= Bt . .
) . in Opaque in_token.
Ede Aol 7|yt Mue] HtFwg 27|38l out Opaque out_token.
gefoldEsh Muzhel QhaE AWE S1E uek A o
void protect_message(
& A ALsoj e FEolAEdA My g9 in gss_buffer t msg_buf.
A Ao EdAENZ B ’ . . in QOP qop.
ol 4 7] 4o = X g $3tod Messagelnterceptor out gss buffer t  text buf
Ml TEF0IH o|Folzich HMEH EHLE out Opaque token
2 4)9) 7ol AE|H 9H olE]H o] ~ote] BAZ . ,
(1% 4)sh gol gslef 91 Qlejsol stel WS boolean reclaim_message(
Hel Fojut in gss_buffer_t text buf,
in Opaque token.
in QOP qop.

avzoqua [ momsu B3 ‘)”.“ gss_buffer .t msg_buf

§ { . /
FENETS ;

A : (3)
/ Security: :AssociationStatus

Vault:init_security_con t ext(} {
//association_options #A
//SESAMES gss_init_sec_context &
//CorbaSecurityContexts #4319 SESAME
/7oAl EEldt securitycontextd EOIE(HE) 3

(o
o]

Rl
1
ey Jabesseyy

soipJebesseyy

XOWOJAUNIBS RO
soideneuiebessepy
®

Security::AssociationStatus

: Vault: -accept_security_context() { )
L] : //SESAME®] gss_accept_sec_context &%
: g //CorbaSecurityContext& 44§39 SESAME®]

Q RS Q | /A BJEI# securitycontext 8l EE(HE) F5]
T -1 T

(32 4) 2otdH 839 71X ®
(Fig. 4) Structure of security association block (32! 5) (a) Vaultet CorbaSecurityContext 28 el
(b) Vault & st
(Fig. 5) (a) Class of Vault and CorbaSecurity- Context
(b) Member function of Vault
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3.2.3 Ao ¢

YAl 7159 £ hdF dAMdY F S8
ZeloldE M 2P Ay AAzy HT wAR =
RequestInterceptorFiler Aol 9& Heiy o
Requestinterceptor A2l 55 &2l glg A
ol MEA ARt Ao HdA EdHol 93|
AP HEWon Ryl R AMgAe] ARHHS
53t AccessDecision WA Adstn H 34
ARE AT F2dol A wb At JIA
o] F¥2 CORBA H3htAd wte} wetywge] &
Zd 7j&d A8 4 Y(Right-based Policy) &
ol ggtrt, AU HAe AFH: AW (Domain
Access Policy)® 8793 AW (Required Rights
Policy)& 7ivtez g8 Awo] ojgh Algate] H:
A {5 AT Aolu}

HzAlo] £29 Al HFyai: 8% AeiAlEY
&8 3ty Requestinterceptor AHE AAdse
RequestinterceptorFilter, 83 % doixx]e] H4)
ol 93] WAF £HHRE HEWoz HE 7}

T Requestinterceptor, 8% wWAA i HZ
Aoy 3E oRE 3l AccessDecision 2.2 T
A g

HaAlol Belol M9 AccessDecision 2% Zax
o] Aol W access allowed() WHEF dnYZHe
(1% 6)7} 2},

Class AccesDecision {
AccessDecision: ‘access allowed(
in SecurityLevel?::CredentialList “cred list.
in CORBA::Object ‘target.
in Identifier operatio_name.
in Identifier target_interface_name
)
AccessDecision::access_allowed() {
/A T E YAlsle A £5& ¥
o/ BotgE e F29 DomainAccessPolicy ¥
// 89 granted right 22EE 8539 H2
/] &R E AR
}
(3% 6) AccessDecision BelflA X HHS
access.__allowed()

(Fig. 6) Class of AccessDecision and Member function
access.__allowed()
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5% g @B §AEE 7)se #aE FRe obdA
% 98 SESAME 1HgF A8l7t g Al Aglo Myt >
YHEZ S} uetyn we) 2o uebgug 9
#F AgTze (29 N 2o

/1A FH(RequiredRights Policy)
struct required_rights_rec {

char header:
char interface_name{20):
char operation_name(20.:

Security::RightsCombinator
rights_combinator:
char required_rights(20):
b
799 Y25 #(Domain Access Policy)
struct do_acc_po_rec |

char header:

char priv_attr{20]:
Security::DelegationState  del state:
char granted_rights 20):

I

SEG HAEY ¥

//Security Association Policy)

struct sec_Invocation_po_rec {
char header:
char object_typel20):
Security::RequiresSupports requires_supports:
Security::CommunicationDirection  direction:
Securty::AssociationOptions options:

(38 7) 2otyag 8t XBY=
(Fig. 7) Data Structure for Security Policy
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OutRequestPreMarshal() 32E F4 3 X224

N

At Ari JeE sl Orbixe ERAEH
T3t
Messagelnterceptor M9 send message()s &
A z]ell dis] SESAME

M A AMsg transi= transform()%

%39, send message()i=

Sz3l Mulag W] 3l protect_ message()*

TE 24% A7 quEd #AF EdsY

o WAl Msg transt  transform()E F8ste
g2io|dE

\

receive. message()J& S.&3til, receive_message()
= WA Zo} igt SESAME B33 Mulxg sk
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Aol A= &8 A A"HE7] LR
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HNelg flstol FAlol B9 RequestinterceptorFilter
Wie] W34 InRequest PreMarshal()& %3t4
Fadols A3t ey g gt o] ) HzAlo] £
o] RequestinterceptorFilterd! [nRquestPreMarshal()

1'ec]alm, message()&

1= BovdH BEol [nRquestPreMarshal()3 3
ALgge}y #F BV Al InRequestPreMarshal()
ol HtxlolE 3 7)5S Hrkste] FdErE A
2lEl $8 LR AAE Hitdole] H& oRE AMuid
A ZiloldER OutRepl\'PreMarsha]()

transform(). 181 InReplyFPreMarshal() % &%
sho] W5t

ols} pe Hahs mzalx 429 UE WAL B
Q Aol (2 9)%= AHY EAATES o] 8§ 7
#e 19l Aot}

M

MessageFilter

MessageFiiter }_,I Msg_trans I

send_mef

OutReques'PreMarshaii ) ssagel)

(host_id, process_ia!

receive] message()

utReqplyPreMarshal()

|

» Msg_trans::transform()

!.v.sg trans l——> I

receive_megsage() InRequestPrefarshal()
MessagerFilter

inRequestfreMarshal()

send_mesdagel()

MessageFilter |<—| Msg_trans '—————-@rE—‘|MessageFilter |

OutReaplyPreMarshal()

» Messagelnterceptor::send_message()

Messagelnterceptor: receive_message()

(2% 8) Zeist

EaiA

=th_

ZDjol 3d 7Y

(Fig. 8) Configuration of filter-chain and transformers
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MessageFilter: :OutRequestPreMarshal() {
if (first_request) {

message_interceptor =
new Messagelnterceptor():

}'ét = init_vault(request):

else {
current_target = target:
gethostname():
request {{ getpid():
request ({ hostname:

(a)

Msg Trans:‘transform() !
if (sending) {
if(!first_data) {
send_message():

else {
receive_message():

(b)

MessagefFilter::InRequestPreMarshal() |
if (first_request) {

message_interceptor =
new Messagelnterceptor():

ret = Init_vault(request):
/
else |

gethostname():

request (< getpid():

request ({ hostname.
V- “//"f HE9 TEf

lf(z'equesuntercepzor == NULL)
new Requestinterceptor():

ift :’a'cc.essfallowed) {

throw CORBA::NO PERMISSION():

(¢)

(3% 9) (a) 2et0|AE ZE (b) S2I0[AE

Mt EWMATH (¢) M HE

(Fig. 9) (a) Filter of Client (b) Transformer of Client

and Server (c) Filter of Server
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2% UHAEe A¥E v IEPL LN HS
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