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A Study on the Analysis of Internal and External Factors of
Software Threat Elements

Lee Eun Ser’

ABSTRACT

When implementing software, there can be side effects that pose a threat to human life. Therefore, it is necessary to measure the
impact of software on safety and create alternatives to mitigate and prevent threats. To conduct a software safety assessment to measure
the impact of threat factors, the following components are necessary. This paper aims to classify the threat factors of software into internal
and external factors and quantitatively demonstrate the impact of these threat factors.
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Table 2. Table of External Threaten Factors
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Table 3. Weight of STP
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Fig. 2. Class Diagram

Table 4. Computation of Internal Threaten Factors

Internal Threaten factors

I M BP | SDP | TP Result
R-0001 0.7 1 05 | 025 ] 05 0.39375
R-0002 0.2 | 025|025 | 025 | 0.25 | 0.1421875
R-0003 07 | 05 ] 05 |025]| 05 0.39375
NR-0001 | 0.2 | 0.5 | 0.25 1 1 0.1375
NR-0002 | 0.5 | 05 | 0.25 | 05 | 05 0.21875
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Table 6. Computation of STP

Value of | Value of .
Weight of

Internal External STP(Ws) STP

Threaten | Threaten >
R-0001 0.39375 0.1 0.25 0.1234375
R-0002 0.1421875 | 0.15625 0.25 0.074609375
R-0003 0.39375 0.075 0.25 0.1171875
NR-0001 0.1375 0.4375 0.5 0.2875
NR-0002 0.21875 0.2625 0.5 0.240625
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