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Implementation of Hybrid Firewall System for Network Security
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ABSTRACT

In this paper, a hybrid firewall system using the screening router, dual-homed gateway, screened host gateway and the
application level gateway is proposed. The screened host gateway is composed of screening router, DMZ and bastion host.
All external input traffics are filtered by screening router with network protocol filtering, and transmitted to the bastion
host performing application level filtering. The dual-homed gateway is an intermediate equipment prohibiting direct access
from external users. The application level gateway is an equipment enabling transmission using only the proxy server.
External users can access only through the public servers in the DMZ, but internal users can access through any servers.
The rule base which allows Telnet only to the administrator is applied to manage hosts in the DMZ. According to the
experimental results, denial of access was in order of Web, Mail, FTP, and Telnet. Access to another servers except for
server in DMZ were denied. Protocol denials of UDP was more than that of TCP, because the many hosts broadcasted to
networks using BOOTP and NETBIOS. Also, the illegal Telnet and FTP that transfer to inside network were very few.
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5205 4Mar97 0:00:01 >le0 wallkarirekr log accept smtp
205.160.0.101  150.197.148,15 _tcp_ 2 1451 _len 44 _ |

S206 4Mar97 0:00:02 >le0  wallkari.re ke log accept 140
1203.234.255.134 150.197.201.13 4 5 1766 len 160

$330 4Mar97 '0:00:43 3iel wallkarire kr "log  reject’ ident |
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