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ABSTRACT

The MAC(Mandatory Access Control) and DAC(Discretionary Access Control) policies which it was described for
access control had been explored to prevent the unauthorized disclosure of classified information. A RBAC(Role Based
Access Control) has been focused as an alternative to realize integrity for organization's information assets in
commercial environment. A separation of duty for a authority and responsibility according to perform privileges has been
researched today. With RBAC, when a user is assigned roles in a mutual exclusive sets, user must perform only
privileges to ensure mutual exclusive property. There are some difficulties in representation and assignments of
privileges for mutual exclusive roles.

In this paper, we examine the inheritance properties of roles with partial ordering relations, and classify a kind of
forms for the role hierarchy. We examine the relationships between roles and privileges, and modeling object privileges
to ordinary privileges using the property of direct acyclic graph. A Privilege Graph can provide flexibility in
representations and assignments of mutually exclusive privileges. We define the separation of duty including mutual
exclusive roles and propose safety properties, and show that the role management algorithms can enforce separation of
duty.
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{Table 1) Privilege table

PV pv
PVm pVi
PVm: pv2
PVims pvs, PV4
PV PVs, PVs
PVa DPV7, PVg
PVe2 pvo

EWEHFHZHA B
{Table 2> Role Access Control List

Role id Privilege
I idi PV , PVa
r2 id2 PVm2 . PV
I3 ida PVms ., PV
I ida PVms . PVy
Is ids PVa , PVe
Te ids PVor . PVee

A R Reg E4IERE ALAE wWAHAY 3
& Fristdol sedl AT wF R ¢ GuFe
&3 go] At

PVm® PVme& Zte AT ni#t e (29 19
AR W3 4nEY Fo| PVns Z2E ARE FAE
of ojn] AMgA7F wlAE] gloW AFHoR WA
(s_flag)tx, 218A 4o FHoz FA(d_flag)st
of AMRAE idi# id.2 ¥l WASE AH oF R
£ &% &+ 94

PVamsg 25 AR (r3, rdol AHER (ids. ids) 7}
A5 UL W, PVmsol F7H9] HIAWE oo
2 (2¥ 8)9 AR +3 gaEH 2o 73 o7
Felg AN FYRES Hrstdol @t rydl
A" AHEA ids7t pvaE FBEE Z2(log)oll EA|
(e_flag)8ld, idse pvad FPIHAA R3IEZ 83, 1y
o WAHY AR idiTe] pvsE FHEE F7lEIA
of @ttt PVag ZE AF (15, re)ol AHEA (ids,

Algorithm Assign_User_to_Role(id, r)

Input ® user id(id) and role(r) to be assigned,

Output * check mutual exclusive privilege(PVy)
for role(r), and assign id to role
ACL.(RacL} with s_flag(static) and
d_flag(dynamic).

Procedure :

begin

for all {Racr} do
if{ PV,,e (7)) then

/* Mutual exclusive role */
for all {Rac.} do

if( ide{XA}) then

/* Dynamic Separation of Duty */
Assign (r, id) to {RacL} with d_flag:

else
Assign (r, id) to {RacL} with s_flag:

else
Assign (r, id) to {RacL}:
end
(38 7) 2P Wy YaE
(Fig. 7) Role Assignment Algorithm

ide)7t vl 0& o, rsol WY AHEA ids7)h
pvse] FHEY ol Zadtn vlE pvyrl FHEHAUS
& ¥RIEY reo] WiAE AR ids 90) pvsE Y
T E §7lstadof di),

Algorithm Perm_Role_for_User(id, pv)
Input : user id(id) and privilege(pv) for current
session to be executed.
Output : check privilege in role ACL,{Racl} and
permit pv for id.
Procedure :
begin
for all {RacL) do
if( pye (PV,,VPV,)) then

/* Mutual exclusive role */
if(s_flag) then
/* Static role */
Permit pv for id:

else if(e_flag) then



Log(id, pv):
Permit pv for id:
else
Alarm violation:
else
Permit pv for id:
end

Procedure Log(id. pv)
/* Check pv for id. clear or set e_flag(executed) */
begin
if(e_flag) then
Clear e_flag for (id, pv):

else
Set e_flag for (id, pv):
end
(32 8) &P ¥ 2T
(Fig. 8) Role Execution Algorithm
5d &
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