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A Web-based Multimedia Mailer Supporting Digital Signature
Scheme

Sung-Min Lee'- Tai-Woo Kim''- Tai-Yun Kim''"

ABSTRACT

Electronic mail and World Wide Web are the most widely used Internet application services. There are some
problems that multimedia data can not be transferred using simple mail transfer protocol(SMTP). In order to solve the
problem, multipurpose internet mail extensions(MIME) is proposed. When the number of people who transfer important
data via E-mail is increased, it is needed that E-mail provides digital signature scheme. The proposed system is
designed according to the MIME protocol, RSA and DES-CRC algorithm. Using CGl, a message is signed, translated
and sent. The system provides safety with users as it prohibits E-mail message from forge.
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(Fig. 1) Step of digital signature using public key method
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promptytelnet neltab. korea. ac. kr 25
Escape character is “")’.

220 netlab. korea. ac. kr Sendmail SMI-8. 6/SMI-SVR4
ready at Sat., 7 Feb 1998 15:53:49 +0900
HELO

250 response

MAIL FROM:{Alice @somewhere)

250 response

RCPT TO:{Bob@edilab, korea. ac. kr)

250 response

DATA

354 response

2E &g FHABKITL

250 response
QUIT
221 response

(38 2) MR =2 AL
(Fig. 2) Scenario of a fake sender
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(Fig. 3) Architecture of a web-based multimedia mailer supporting digital signature
scheme
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<img src="bee.gif">

<a href="sound.au">My voice</a>

<embed src="motion.mpg” height=144 width=160>
<embed src="voicemid” autostart=TRUE hidden=TRUE >

(32 4) HTML& 0|28t SE|DiC|of cliole] &8t
(Fig. 4) Integration of multimedia data using HTML
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(33 5) Base 64 HERx
(Fig. 5) Base 64 architecture

(E 1) MIMEY] F2 Xt&¥
(Table 1) Data type of MIME
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Mixed

25709 witig AReo] tere
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(O 6) A& HS MAMYH
(Fig. 6) Digital signature with public key
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(38! 7) CBC(Cipher block chaining) 2= 2t& 38} ey
(Fig. 7) DES-CBC mode encryption
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Send
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r PN
sonter 2 M0 S('_'(')l si"“'" o % Recipiant
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(38 8) OIAIX] MHEZ H& § 215 X
(Fig. 8) Stage of digital signature and authentication
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of i@ =9 YREelt, 7= JAVAS Biglnte-
ger ZH2E ol&dla AAPTH19). WA IFE A
A3 A5 pot qF s 1024HES) ng T
o} 449 pst qF ol8¥A Pig L T eF
B ¥ ed=1(mod Pi)E UE3}= ¥|Q7] dg 4
c:hi=g

class DigitalSig {

public void KeyGeneration() {
Random Seed = new Random();
p = new Biglnteger(512,100,Seed);

n = pmuitiply(q);
Pi= p.subtract(One).multiply{(q.subtract(One));
if (egod(Pi).&).l.';)axeTo(One) =0)
d = emodinverse(P1);
}

(32 9) 7| M 3=
(Fig. 9) Key generation code
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£ Azgeq ARz A4sHe AAHY gL
(29 119 2ok $AZANE dAAY FHzE 7
. Az Mg ¥ £ MIME dyoze wg
azlm wAA] A4S g3t FARqME WY v
29 W&E ¢ojx MIMEY Z H8dz 2ag &
Az A9 #Qlst dejuido] dHoleHe tags & *
4" HTML ¥eje] olAAE STDOUTLE HAY
2 239 '

(29 12)2 wdeols HTML 4oz Az oy
29 Hte dolHE X wARY delt, (a9
13)e Y2Alo| TN Az wAR7} CGI T2
o 9sM MIME 382 Hgd o4& yehdth (29



class SendMultimediaMail {
public void SendMail(String MimeMessage) {
smtp = new Socket(MailServer, 25);

InetAddress.getLocalHost().getHostName();
send(HELO + oc);
receive();
send(MAIL_FROM);
receive();
send(RCPT_TO);
receive();
send(DATA);
receive();
sendMIME_VER);
send(MimeMessage);
send(TERMINATOR);
receive();
smtp.close();
} catch (IOException e)
{System.out.printin("Error sending: * + e);
}

—

(28 10) HElDjC|of MY A& IS
(Fig. 10) Multimedia mail transferring code

A2 Mghowger cose 434
2] RCLLLL SN T
Mail Sacvet
DES-CRCR BAKM G4t Sl
—— I N giTe
naya g
s el sede Ny
Comom Tipo B4
RS AR e
AR HTIR, hag Pevsing & BRI
4 K bk Gt Network
PEb.CRCR O NAYR S Qg
“e
—
TCP Pent LA A%
BAAY TS GUW BANR 4O
(L2
——2 U NN DY *a0 9aen gy sunuune v
442 YANE SR AN SARY
HTIL WA B A R
e T’
e S0 e4t0 0 -«uj

(38 1) HMYE H33= REloITo oigle]
SEH
(Fig. 11) Stage of a multimedia mailer supporting
digital signature scheme

12)9149] fAAlE (29 13)9 & MIME 4o
2 ¥gso d4dr

O 7)tst M MY MS HEIDICIO HIYe] 1869

(HTML>

Hello. This is an example of multimedia E-mail
message.{P)

{embed src="voice.mid”
hidden=TRUEXp>

And here is a motion picture. {embed src="play.mpg’
height =144 width=160)

(/HTML>

autostart =TRUE

(3%12) & Al2gofiM MEE HTMLOA| XIS} off
(Fig. 12) An example of HTML message

(2% 12)9] AI=]2) 648 E &HAzto] $47H9] 1)
2712 A Aol (27 13)0lMel 2o] P v
AAe B, olnf AR MY MIMESY wHAR|
vir]e] HEESF HAES) 7189 BELAR NP3
EE g9ved. 1 olf ovAY 2o Ee] Wy
uldo] dlolelg MuEa £xu ¢EE Ao glo|
A E&o] FojA7] fo|tt. azla B &R A
A Nge] g0zt B2 Content-Type2 applica-
tion/X-DigitalSig natureglz 7|2 ot =
& o] WAz MR RE AAE FolH Bi:
o, A3 (2§ 13)o1As} o] —**Digital Signature
2k Az AA olHdlARE -**Digital Signa-
ture**-g}5t B & Ale]o] x| &)

Ax wlde] A= AU ZelolujA] BAL §
HA o)A AfAiRte] A F glojof BTk o|F
%M f9EElAdA URLE Auo Hsbd 21l
o "AAE &AY W, A= a7 Algz
AF&Holdtt ¥ A|ARAME htacess HYL
A AR A5-E FHENT16).

From: smilee®@netlab.korea.ac.kr
To: Alice@somewhere.com
Subject: Sample Message
MIME-Version: 1.0
Content-Type:multipart/mixed;
boundary="SMLEEBND"

--SMLEEBND
Content-Type: application/X -DigitalSignature

-#*Digital Signature

ctefo] iAo sfHgte] RSA ¢nUSFL ol &3}d
FA2e) vE72 A MPso] AP}

-+«Digital Signatures»-

<HTML>

Hello. This is an example of multimedia E-mail
message.<P>
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<embed src="voice.mid" autostart=TRUE
hidden=TRUE><p>

And here is a motion picture. <embed src="play.mpg”
height=144 width=160>

</HTML>

--SMLEEBND

Content-Type: audio/x-midi; name="voice.mid”
Content-Transfer-Encoding: base64
Content-Disposition: inline; filename="voice.mid"
encoded data is here.

--SMLEEBND

Content-Type: video/mpeg; name="play.mpg”
Content-Transfer-Encoding: base64
Content-Disposition: inline; filename="play.mpg”
encoded mpeg data is here

--SMLEEBND- -

(23 13) HA|X] &
(Fig. 13) Message translation

Multimeidia Maller Supperting Digita) Signatwre

(38 14) BAIX] M=
(Fig. 14) Message editing
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L ==t

(28 15) GIAIX] CiAaFo|
(Fig. 15) Message displaying
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k.
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